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ARTICLES

ON-LINE GAMBLING: DOWN TO
THE WIRE?
HARLEY
I.

J. GOLDSTEIN*

INTRODUCTION**

The advent of the technological age has carried with it the necessity
to examine traditional legal questions in a new light. Until recently, for
example, the law could adequately characterize location purely with reference to geographical boundaries. Telecommunications, however, transcend state and national borders. As a result of telecommunications

technology, a novel venue has emerged; a new region which popular culture has termed "Cyberspace."'

Cyberspace requires a reexamination of the way in which society
views physical locale. Unfortunately, the law has been slow to reclassify
existing categorical structures in order to keep pace with the dynamic
changes brought by the world's inventive minds. With the advent of bulletin board systems,2 the Internet,3 and especially the World Wide Web,4
* Law Clerk to The Honorable Erwin I. Katz, United States Bankruptcy Judge, Northern
District of Illinois; J.D., 1997, Benjamin N. Cardozo School of Law.
** Editor's note: According to the author, all Internet sites were visited on or about
March 28, 1997; unless otherwise stated in the citation.
1. The Internet Dictionary defines "cyberspace," in relevant part, as "[a] term, popularized by author William Gibson, for the shared imaginary reality of computer networks."
CRUMLiSH, infra note 12, at 45. It is important to note that the Cyberspace is an example of a
cyberspace.
2. A bulletin board system (abbreviated "BBS") is "[a] communications utility providing
a group of users access to certain current information, just as notice boards are hung in organizations and institutions to provide a central point for communications." JoNAR C. NADER,
PRENTICE HALL'S ILLUSTRATED DICIONARY OF COMPUTING 68 (2d ed. 1995). "An electronic
communications system that allows users to leave messages, play games, and upload and
download software... Thousands of BBSs are active in the United States alone..." DICrIONARY OF CownuTER WORDS 31 (Martha F. Phelps et al. eds., rev. ed. 1995). Though BBSs were
traditionally accessed by dialing in over a modem, they are increasingly accessible on the
Internet.
3. The Internet is "[a]n international network of well over ten thousand [individual] networks . . ." CRUMLISH, infra note 12, at 97. It is "the mother of all computer networks." Philip
Elmer-Dewitt, FirstNation in Cyberspace, TIME, Dec. 6, 1993, at 62. For a more detailed discussion of the Internet, see Part II of this Article. The Internet, as well as other public net-
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a host of legal issues have captured public attention,5 and have radically
affected politicians' agendas. 6 These legal questions span the building
works, are sometimes referred to as the National Information Infrastructure, usually by
United States government officials. See CRUMLISH, infra note 12, at 131; see also INFORMATION INFRASTRUCTURE TASK FORCE, INTELLECTUAL PROPERTY AND THE NATIONAL INFORMATION

INFRASTRUCTURE:

THE

REPORT OF THE WORKING

GROUP

ON

INTELLECTUAL

RIGrrs 2 n.5 (1995) [hereinafter The White Paper] ("The 'National Information
Infrastructure...' encompasses digital, interactive services now available, such as the Internet,
as well as those contemplated for the future.")
4. The "World Wide Web," known as the "Web" for short, is actually a form of information retrieval tool.
[It] is a browsing and searching system originally developed by the European Laboratory for Particle Physics (also known as CERN). It allows you to explore a seemingly
unlimited worldwide digital "web" of information. The... Web is built upon the concept of hypertext and hypermedia, which links independent interrelated documents and
pictures into a three-dimensional cyberspacious world. Almost every piece of information you look at provides you with pointers, or hooks, into other documents on related
subjects. And these documents aren't just text-they can also be sound and images-so
the... Web is really a hypermedia information retrieval system.
TRcY LAQuEY, THE INTERNET COMPANION 126 (2d ed. 1994). To access the Web, one
would implement a web browser. A browser is "[a]n application program that provides tools
for exploring information. The browser acts on your behalf as a client. It helps you extract
information from servers (matching or compatible programs on other computers that can provide information)." BRYAN PFAFFENBERGER, INTERNET IN PLAIN ENGLISH 64 (2d ed. 1996)
(emphasis omitted). With a browser, one may access a web page, an individual interactive
document on the Web. A web page is a building block at an organization's web site. A web site
originates and is run from a web server, "[a] computer that doles out World Wide Web documents to browsers upon request." Id. at 462 (emphasis omitted).
The World Wide Web makes Internet gambling possible by providing a graphical interface
for users to access web sites' gambling facilities. World Wide Web traffic presently accounts
for nearly all Internet traffic. Id. at 473. In fact, World Wide Web usage levels grow at a rate
double that of the Internet itself. Id. With the advent of "browser boxes," inexpensive terminals which will be sold ready to access the World Wide Web, it is likely the Web, and therefore
on-line gambling, Will become even more popular. See, e.g., Jim Barnett, Browser Box Squares
Off Against the PC, OREGONAN, Feb. 25, 1996, at BI ("[Some] think a low-cost browser box
will appeal to 'Internet have-nots' - people who may be intrigued by the Internet but aren't
willing to invest a month's salary in the technology.")
5. Even popular publications assume a familiarity with Internet-related issues. See, e.g.,
THE NEW YORKER, July 5, 1993, at 61 (containing a cartoon showing two dogs, a computer,
and the caption, "On the Internet, nobody knows you're a dog.")
6. See, e.g. Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56 (1996). As
far as on-line gambling is concerned, a number of congresspersons have noticed articles in the
popular media, and summarily brought them to the attention of Congress. See 141 CONG.
REc. S10,916 (daily ed. July 31, 1995) (statement of Sen. Simon); 141 CONG. REC. S16,929-930
(daily ed. Nov. 9, 1995) (statement of Sen. Lugar); 141 CONG. REc. S17,004-005 (daily ed.
Nov. 13, 1995) (statement of Sen. Lugar); 141 CONG. REc. S17,101-102 (daily ed. Nov. 15,
1995) (statement of Sen. Lugar); 141 CONG. REC. S17,359 (daily ed. Nov. 17, 1995) (statement
of Sen. Lugar); 141 CONG. REC. S18,746-747 (daily ed. Dec. 15, 1995) (statement of Sen. Simon); 141 CONG. REc. S19,114 & 117 (daily ed. Dec. 21, 1995) (statement of Sen.
Lautenberg).
PROPERTY
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blocks of law: torts; contracts; property rights;7 criminal law;" civil procedure; and constitutional law.9 This is a trend which will not abate. As
technology continues to develop, previously unimagined legal problems
will surface.' 0
One area affected by Cyberspace's territorial upheaval is on-line
gambling." This involves a non-traditional method of betting: a remote
user placing a wager -with a faraway bookmaker - most typically with the
help of a personal computer and a modem. 2

7. See United States v. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994); Playboy Enters., Inc.
v. Frena, 839 F. Supp. 1552 (M.D. Fla. 1993); The White Paper,supra note 3. For an example of
an article on the subject, see Niva Elkin-Koren, Copyright Law and Social Dialogue on the
Information Superhighway: The Case Against Copyright Liability of Bulletin Board Operators,
13 CARDozo ARTs AND ENT. L.J. 345 (1995).
8. See Cubby, Inc. v. Compuserve, Inc., 776 F. Supp. 135 (S.D.N.Y. 1991); Stratton
Oakmont, Inc. v. Prodigy Servs. Co., 1995 WL 323710 (N.Y. Sup. Ct.); It's in the Cards, Inc. v.
Fuschetto, 535 N.W.2d 11 (Wis. Ct. App. 1995). For an example of an comment on the subject,
see Eric J. McCarthy, Comment, Networking in Cyberspace: Electronic Defamation and the
Potentialfor InternationalForum Shopping, 16 U. PA. J. INT'L Bus. L. 527 (1995).
9. See Telecommunications Act of 1996, Pub. L. No. 104-104, 110 Stat. 56 (1996). For an
example of a comment on the subject, see Eric Handelman, Comment, Obscenity and the
Internet: Does the Current Obscenity Standard Provide Individuals With the Proper Constitutional Safeguards?, 59 ALB. L. REv. 790 (1995). Recently, the first ever criminal conviction for
on-line activity was affirmed by the United States Court of Appeals for the Sixth Circuit. In
United States v. Thomas, 74 F.3d 701 (6th Cir. 1996), the United States District Court, Western
District of Tennessee, was affirmed in finding defendants guilty of distributing obscene materials from their California bulletin board under Tennessee's community standards, where defendants knew the material would be disseminated in Tennessee. This case is discussed in
more detail in Part II of this Article.
10. In light of the number of unsettled legal questions pertaining to Cyberspace, this new
medium has been referred to as "the Electronic Frontier." Amy Harmon, New Legal Frontier:
Cyberspace, L.A. TIMEs, Mar. 19, 1993, at Al.
11. A recent article noted that "[i]f the Internet is the Wild West, online gaming is its
Dodge City." Jim Impoco, Laying OffBets on the Internet, U.S. NEws & WORLD REPORT, Jan.
15, 1996 at 60.
12. "Short for modulator/demodulator, a device that connects your computer to a phone
jack and, through the phone lines, to another modem and computer, transmitting data by
converting the computer's digital signal into the telephone's analog carrier signal, and vice
versa." CHISnTAN CRUMLiSH, THE INErNET DIcrONARY 127 (1995).
A modem is a sort of translator between computers and the phone system. It's needed
because computers and the phone system process and transmit data, or information, in
two different, and incompatible ways. Computers "talk" digitally; that is, they store
and process information as a series of discrete [ones and zeros]. The phone network
relies on analog signals, which on an oscilloscope would look like a series of waves.
When your computer is ready to transmit data to another computer over a phone line,
your modem converts the computer numbers into these waves (which sound like a lot
of screeching) - it "modulates" them. In turn, when information waves come into
your modem, it converts them into numbers your computer can process, by "demodulating" them.
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A number of gambling operations 13 have opened their digital doors
for business at their Internet addresses. 4 Presuming the impropriety of
these operations, certain proactive Attorneys General and Congresspeople have taken notice. Some prosecutors have filed suit, and lawmakers
have introduced laws, specifically targeting Internet gambling.
This Article will examine the legality of on-line gambling activities
which traverse American borders. Part II of the Article provides a techELECrRONIC FRONTIER FOUNDATION, EFF's GUIDE To THE INTERNET, § 1.1
(1995).
13. The most famous, or infamous, of the gambling sites is the CaribbeanCasino <http://
www.casino.org>. Upon accessing the Caribbean Casino, the user is confronted with a picture
of a police officer and the Statue of Liberty, complemented by the following message:
If the activities on this service are illegal in your country, state, or province, we advise
you not to enter as you will be breaking your area's laws. Proce[ed] at your own risk.
Notice to Americans: At this time you may not be legally able to gamble at this
casino site. If not, call and complain to your senators, congressman, and attorney generals! Democracy does exist in America. Do not let your FirstAmendment and Constitutional Rights be taken away from you! ACT NOW!
<http://vww.casino.org/car-cas.html>. A call to "help fight government censorship" is also
posted by the CaribbeanCasino <http://www.casino.org/democrac.html>. Another well known
gambling site, and the subject of the lawsuit discussed in Part IV of this Article, is Wagernet
<http:/lwvv.vegas.comlwagernetlwaghome.html>, which was scheduled to open in the summer or fall of 1995. Wagernet also contains the following warning: "Please consult your local,
county, and state authorities regarding restrictions on off-shore sports betting via telephone
before registering with Wagernet[.]" <http://www.vegas.com/wagernet/waghome.html>. Many
of the gambling sites claim to be fully legal. A list of other gambling sites, by no means exhaustive, includes: Interlotto <http://interlotto.li>; Sports International <http://
www.intersphere.com/bet>; Virtual Casino World <http://www.vcw.com>; ConXtion <http:l
vww.conxtion.com/gamble.htm>; Centrebet <http://www.centrebet.com.au>; World Wide
Telesports <http://wwAv.cpscaribnet.comlwwtslwwts.html>; Funscape's Casino Royale <http:ll
www.funscape.com>; Sports Only Wagering Casino <http://www.bestusa.comlsponlyl
home.htm>; IG Index <http://secure.londonmall.co.uk/igindex>; and Intertops <http://
xvwv.intertops.co.at/inter/engl/index.html>. One source estimates there to be 300 gamblingrelated sites on the World Wide Web. Impoco, supra note 11.
14. The casino operators assert that their gambling sites are run out of, inter alia, various
Caribbean Islands, Liechtenstein, Australia, England, and Germany. They are generally run
by non-Americans, and licensed through other countries, such as the Netherlands. Mitch Betts
& Gary Anthes, Internet Tramples Legal Jurisdictions,COMPuTERWORLD, June 5, 1995, at 1,
16. Money is transferable for use on the Internet by wiring to foreign banks, or traditional or
virtual currency may even be transferred through one of the new virtual banks, a virtual
branch of an existing bank, or an electronic payment system. See First Virtual Holdings Incorporated <http://www.fv.com>; Digicash <http://www.digicash.com>; Security First Network
Bank, FSB <http://www.sfnb.com>; Wells Fargo <http://www.wellsfargo.com>; NetChex
<http://www.netchex.com>; CheckFree Wallet <http:llwww.mc2-csr.comlvmalllcheckfree/v201
wallet.html>. Additionally, certain sites, such as Interlotto's, allow transactions to be encrypted, through the use of technology such as Netscape's Commerce Server. Encryption information is available over the World Wide Web, at <http://home.netscape.com/comprod/
netscapecommerce.html>. At least one company running an on-line gambling site, Sports InternationalLtd., is even represented on the NASDAQ stock exchange (as "sbet").
ADAM GAFFIN,
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nical explanation of what and where Cyberspace really is, and whether,
how, and by whom it should be regulated. Part HI discusses present and

proposed legislation which could affect on-line gambling. Part IV examines existing attempts to classify and regulate on-line gambling, and Part
V concludes by recommending a suitable course of action with regard to
the regulation of this activity.
II.

Locus DELICTI'5

Intra- or inter-state activity in contravention of state or federal law
subjects the actor to prosecution under those laws. 1 6 But, what if this
conduct occurs within Cyberspace? Or, if not in Cyberspace, what if the
person conducting the activity is within United States borders, but the
conduct itself occurs outside the country? 17 To whose law should the
actor be amenable? When one enters Cyberspace, does one cross
through a portal and enter into a new place?
To decide which laws the activities offend, one must first decide
within which jurisdiction the activity occurred. No discussion of the legality of an activity could be conducted without reference to which laws
are being broken. As on-line gambling involves activity within Cyberspace, it would be impossible to discuss its propriety without defining
Cyberspace and identifying its location. A conclusion that the activity
did, in fact, occur in Cyberspace, requires a concomitant discussion of
what law should apply and who should have jurisdiction to apply it.
To adequately define and locate Cyberspace, it is necessary to ex-

amine the elements that comprise its existence. The Internet, in particular, has been described as "[t]he largest, richest, and most diverse region
15. "[T]he place where an offense was committed. State where last event necessary to
make actor liable occurs." BLAcK's LAW DICTnONARY 941 (6th ed. 1990).
16. This is not to say that an individual court will have personal jurisdiction over the
offender. In line with InternationalShoe Co. v. Washington, 326 U.S. 310, 316 (1945), certain
minimum contacts with a forum state are required to subject a defendant to a court's wrath.
Defendant's purposeful availment to the privileges of conducting activities within a forum
state, see Hanson v. Denkla, 357 U.S. 235, 253 (1958), or defendant's commission of unlawful
acts which inflict foreseeable harm in the forum state, see Calder v. Jones 465 U.S. 783, 790
(1984), may provide the required minimum contacts. However, as this portion of the Article is
analyzing the legality of on-line gambling conduct, and not the prosecution of any particular
individual case, personal jurisdiction arguments are beyond the scope of this discussion. In
order to determine the question of personal jurisdiction, a fact-laden analysis of the circumstances of each case is required. A court must focus on "the relationship among the defendant,
the forum, and the litigation." Shaffer v. Heitner, 433 U.S. 186, 204 (1977).
17. Or, if state law governs, what if the questionable conduct is partaken of by a person
within the borders of the individual state, but the conduct occurs outside of that state?
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in cyberspace"18s and, therefore, makes for a good case study for delimiting Cyberspace. 19

The Internet is "[a]n international network of well over ten thousand
networks linked using the TCP/IP 0 protocols ... ."21 It is comprised of a
plethora of individually operating remote sites known as nodes.22 Each
18. William S. Byassee, Jurisdictionof Cyberspace:Applying Real World Precedent to the
Virtual Community, 30 WAKE FOREST L. REv. 197, 200 (1995). See R. Timothy Muth, Old
Doctrines on a New Frontier: Defamation and Jurisdiction in Cyberspace, Wis. LAW, Sept.
1995, 10, at 10.
19. Time Magazine has referred to the Internet as "the first nation in cyberspace." ElmerDewitt, supra note 3. It is possible that the Internet may be examined in the traditional manner of a slew of interconnected phone lines, routing a phone call from one line to the next,
until the caller reaches his or her destination. Though laws have traditionally been applied as
such, this analysis may be outmoded.
It is also useful to distinguish cyberspace from the more encompassing mediaspace.
After all, we've been using electronic media for a long time now. Think of televisions
and telephones. Mediaspace is a passive medium that merely communicates signals
from A to B. Cyberspace is in some way 'conscious' of your presence. Unlike a book, a
computer 'knows' that you are reading it. This is what we call the objective [criterion].
There is also a very important subjective [criterion], which has to do with our sense of
place. When you're using the telephone, you're simply talking to another human being,
using a seemingly passive communication tool. However, on the Internet, a BBS, or in
[Virtual Reality], you're clearly 'entering' a shared space.
Thus, in cyberspace, it is you who enters into the computer's realm, while in mediaspace the technology becomes ubiquitous and invisible, and it is more a case of technology entering into our realm.
Michel Bauwens, What is Cyberspace?, 14 (4) COMPuTERS N LmiBARis, 42 (1994)(emphasis
added).
It is important to note that a thorough analysis of on-line gambling would not merely
include Internet gambling, but would include gambling where a direct modem connection
links two users over a phone line, or gambling involving any number of the other available
networks, such as Fidonet, Usenet, bulletin board systems, commercial services, and private
networks. All of these methods of communication would still require an analysis of cyberspace, and, in fact, cyberspace may be seen as comprised of all these elements. See David G.
Post, Anarchy, State, and the Internet: An Essay on Law-Making in Cyberspace, 1995 J. ONLINE L. art. 3, 1 13, <http:lvvww.law.cornell.eduljollpost.html>.
20. Transmission Control Protocol/Internet Protocol. The Defense Advanced Research
Projects Agency, a creation of the United States Department of Defense, developed TCP/IP
in the late 1970s as a form of network communication designed to allow the continuance of
communication between the network's individual components in the event of the destruction
of any of the constituent networks. This design would allow the Internet to withstand a nu-

clear attack.

CRUMLISH,

supra note 12, at 7, 48, 100, 192.

21. Id. at 97 (emphasis omitted); ("The Internet isn't one specific network, but a formless
mass of interconnected networks, all capable of passing information via Internet protocols.")
Id. at 98.
22. At the end of 1993, it was estimated that the Internet contained almost five million
nodes. See Elmer-Dewitt, supra note 3. Today, the Internet is growing at an astronomical pace.
In 1986, the budding Internet linked perhaps sixty thousand people. Today, there's well
beyond two million online. And a hundred thousand more join every month.... Just by
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persistent node 3 may be part of a LAN,24 and geographically dispersed
nodes and LANs are connected to form larger networks known as
WANs, 2 thus forming the Internet.26 Data travels over the Internet in
the following manner:
Packets of information travel across the networks that comprise
the Internet. These packets carry information between your computer and a host computer, following a path that leads through
many different levels of networks on various types of communications lines. A variety of devices process the packets to help them
on their way.
The packets start their journey with a single local computer
that may be hooked up by a modem and phone line, or by a direct
counting network nodes, the Internet is now doubling in size every year... [A]t [this]
rate, everyone on earth will be connected in the year 2003.
CLIFFORD STOLL, SILICON SNAKE OIL 8, 17 (1995). At the time of the 1993 estimate, the "total
number of people around the world who can get into the Internet one way or another" was
placed as high as twenty million. See Elmer-Dewitt, supra note 3; see also PFAFFENBERGER,
supra note 4, at 231; James Evans, Cruisingthe Internet What's in it for Lawyers?, CAL. LAW.,
July 1994, at 67.
23. A node with a "persistent" connection is a computer which is dedicated twenty-four
hours per day, seven days a week, to upholding a data link to another computer. PAUL E.
HOFFMAN, THE INTERNET INsTANT REFERENCE 9-10 (2d ed. 1995). A persistent link, which
may have its own assigned internet address, is a true component of the Internet. On the other
hand, a node with an "intermittent" connection must establish a connection to a computer
with a persistent connection in order to access the Internet. Id. A persistent connection is
frequently achieved through use of a dedicated Serial Line Internet Protocol (SLIP) connection, which is a type of data link that constantly upholds a connection to the Internet. GAFFN,
supra note 12, at § 9.8 ("SLIP makes your computer an active participant on the network
... "). Because an intermittent link does not require dedicated resources, it is much less expensive to operate than a persistent connection. Therefore, most end-users choose to access the
Internet through an intermittent connection. A common method of doing this is to subscribe
to an "access" or "service" provider, which allows an end-user to dial in with a modem and
establish contact with the provider, which in turn allows the end-user to access the Internet.
24. "A LOCAL AREA NETWORK, or LAN, is a network in which the computers are
connected directly, usually by some type of cable." HARLEY HAHN, Tim INTERNEr Cor nLETE
REFERENCE 10 (2d ed. 1996). The end-user is frequently connected to a LAN.
25. When we connect LANs together, we call it a WIDE AREA NETWORK, or
WAN. Most wide area networks are connected via some type of telephone lines,
although a variety of other technologies, such as satellite links, are used as well. The
wide area connections for most of the Internet travel over some telephone system or
another.
Id. at 10.
26. LANs [are] connected [b]y special-purpose computers called ROUTERS. The job
of a router is to provide a link from one network to another. We use routers to connect
LANs (to form WANs) and to connect WANs to form even larger WANs. In other
words, you can consider the computers within the Internet to be connected into LANs
and WANs by a large number of routers.
Id. at 11.
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connection to a... network. This local computer can also be a

host, a resource available to other local computers.
Repeaters, hubs, bridges, and gateways are used extensively to
transmit data [within or] between networks. Repeaters simply amplify, or refresh the passing stream of data, extending the distance
the data can travel. Hubs tie groups of computers together, allowing these computers to take turns talking to each other.
Bridges link local area networks (LANs), allowing data meant for
another LAN to pass through, while blocking in local data. Gateways work like bridges, but also translate data between one network type and another.
If the host of the data being sent is a nearby computer, the
packets easily reach their destination. If the host is not nearby,
routers guide packets on their journey through mid-level networks. Routers are intelligent bridges that read the address contained in the first few lines of each packet, then figure out how to
best send the packet to its destination, taking into account how
busy the network is. Mid-level networks... connect LANs via

high-speed telephone lines, Ethernet,27 and microwave links.
When a mid-level network is focused in a geographic area, it's
known as a regional network ....

A WAN (wide-area network)

uses satellite links or other 'long-haul' connections.
If a packet's destination is another local computer within the
mid-level network, the packet is sent on its way. Otherwise, the
router then sends the packet to a NAP (Network Access Point)
where the packet is quickly shot across the country, or the world,
on a backbone. High-speed backbones, such as NSFNET, use special telephone lines... or other high-speed and high-bandwidth

links. Again, routers guide packets on their way to their final destination, where they're passed
down to another mid-level net28
work, and finally to the host.
The postal system provides a good analogy which may be used to
explain how information is sent over the Internet. Imagine your computer as your house. The computer's internet address is equivalent to the
house's street address. Each packet of information to be sent by or to the
computer over the Internet is a like a letter to be sent from or delivered
to the house. The phone lines are the-streets upon which the mail is to be
carried.
27. Ethernet is a local area network protocol, implementing a network architecture in
which nodes are sequentially connected to a single cable, originally developed by Digital, Intel, and Xerox. CRUMLISH, supra note 12, at 28. Therefore, Ethernet actually is a type of LAN,
and doesn't connect LANs.
28. JOSHuA EDDINGS, How = INTERNET WORKs 21 (1994).
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The different pieces of the Internet are connected by a set of computers called routers, which connect networks together .... The
routers are postal substations; they make decisions about how to
route data.

.

., just like a postal substation decides how to route

envelopes containing mail. Each substation or router does not
have a connection to every other one. If you put an envelope in
the mail in Dixville Notch, New Hampshire, addressed to Boonville, California, the Post Office doesn't reserve a plane from New
Hampshire to California to carry it. The local post office sends the
envelope to a substation; the substation sends it to another substation; and so on, until it reaches the destination. That is, each
substation only needs to know what connections are available,
and what is the best 'next hop' 9 to get a packet closer to its destination. Similarly with the Internet: a router looks at where your
data is going and decides where to send it next."
At each Internet address, one can find a bulletin board system, FTP
site,3 1 web site, gopher site,32 or similar destination.3 3 Again, the "house
on a street" analogy proves useful. Putting aside the way individual
packets of data travel, and examining the Internet on a macroscopic
level, one can again imagine each internet address as a street address.
When a user enters the Internet through his or her computer, his or her
consciousness travels over the phone lines in the form of binary data.
The phone lines are the cyberspacial equivalent of streets. The user,
29. A hop is "[e]ach short, individual trip that packets... make many times over, from
router to router, on their way to their destinations . . . ." CRUMLISH, supra note 12, at 90
(emphasis omitted). It is "a single point-to-point data transmission." PFAFFENBERGER, supra
note 4, at 209 (emphasis omitted).
30. ED KROL, Tim WHOLE INTERNET USER'S GUIDE & CATALOG 24 (2d ed. 1994).
31. FTP stands for file transfer protocol. An FTPsite is a host on the Internet containing
file archives, available for download, which may be retrieved by using an FTP client program.
See CRUMLISH, supra note 12, at 74.
32. Gopher, like the World Wide Web, is an information retrieval tool. Gopher is
[a] resource discovery tool that permits you to browse in search of diverse Internet
resources, such as files, graphics, [Wide Area Information Server] databases, or phone
books, by using on-screen menus (lists of items). Gopher enables you to retrieve these
items without having to know the technical details of where these resources are located
and how to operate the programs that retrieve them. Gopher employs the client-server
model: You use the Gopher client that is available on your host system, and this client
helps you contact servers on the same or other hosts.
PFA
NBERGER, supranote 4, at 193 (emphasis omitted). Gopher was given it's name for two
reasons: the first Gopher was developed at the University of Minnesota, home of the "Golden
Gophers," and the tool "goes-for" the information to be retrieved. Id. at 195. It is apparent
the World Wide Web has surpassed Gopher in popular support. See Byassee, supra note 18, at
202 n.22.
33. Other forms of destinations, such as Wide Area Information Servers (WAIS) can be
accessed through the Internet. See generally CRUMLISH, supra note 12, at 213.
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through his or her computer, "visits" someone else's computer - the
equivalent of another house or building in a faraway location.
In so "traveling," the user, at the same time, may be seen to consciously exist at a number of physical locations: the user's computer, the
computer being visited, or some point in the interim. It is this "interim"
that must be examined, for it is this interim path, from the data's source
to its destination, which creates Cyberspace. The user's consciousness
may be viewed as merely traveling over the phone lines and being routed
through various computer systems across the world - at all the places
traveled at different times, sequentially. Or, it is possible to refer to each
point on the path collectively as "Cyberspace."
Each packet is routed from node to node, each time in a different
path. Therefore, activity on the Internet does not occur at a single, identifiable physical location, but spans an undefinable boundary. Cyberspace has been conceived to identify this unique medium and its
correlating geographical unidentifiability.
Author William Gibson is credited with coining the term "Cyberspace" in a series of science fiction novels.34 Gibson described Cyberspace as, among many things, "[a] consensual hallucination experienced
daily by billions of legitimate operators, in every nation... ,"I According to Gibson, this hallucination "felt and looked like physical space but
actually was a computer-generated construct representing abstract
data."36 Today, Cyberspace has come to mean a variety of things. Even
in the context used in relation to where information exists or activity
occurs in the on-line world, a great number of theories defining Cyberspace exist.
Cyberspace has been defined as the "shared imaginary reality of
,7 Cyberspace may38 or may not" exist, or may
computer networks ....
34. See EDWARD A. CAVAZOS & GAVINO MORIN, CYBERSPACE & THE LAW: YOUR
RiOwrs AND DUrIs IN THE ON-LINE WORLD 1 (1994).
WILLIAM GIBSON, NEUROMANCER 51 (1984).
36. CAVAZOS & MORIN, supra note 34, at 1.
37. CRUMLISH, supra note 12, at 45.
38. "[C]yberspace is 'now under construction"' as

35.

a globally networked, computer-sustained, computer-accessed, and computer-generated, multidimensional, artificial, or 'virtual' reality. In this reality, to which every computer is a window, seen or heard objects are neither physical nor, necessarily,
representations of physical objects but are, rather, in form, character and action, made
up of data, of pure information. This information derives in part from the operations of
the natural, physical world, but for the most part it derives from the immense traffic of
information that constitute human enterprise in science, art, business, and culture.
The dimensions, axes, and coordinates of cyberspace are thus not necessarily the
familiar ones of our natural, gravitational environment: though mirroring our expecta-
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even only partially be in existence.4" Assuming Cyberspace does exist,
and that it exists independently from the physical world, it can be defined as "[a] new universe, a parallel universe created and sustained by
the world's computers and communication lines."'" Cyberspace is "a
common community"'42 comprised of "the conceptual 'location' of the
electronic interactivity available using one's computer. ... e"4 It has been

described as a "new form of electronic space"''4 and a "space that wasn't
space . .

. ."I

"Its corridors form wherever electricity runs with intelli-

gence. Its chambers bloom wherever data gathers and is stored.... recognizable and unrecognizable at once."4 6 Cyberspace is, under the

Gibsonian view, an "information society whose governing economy is
transnational and cyberspacial ..

. ."I

"There is no obvious 'natural

space' analog for motion or physical interaction in Cyberspace. Cyberspace is a consensual delusion; there is only a consensual, arbitrary space
(or spaces), in the mathematical sense of 'space."' 4

One author calls the Internet a good example of "a pre-cyberspace."4 9 He defines Cyberspace by attempting to formalize the Gibsonian "consensual hallucination" theory. According to his definition,

tions of natural spaces and places, they have dimensions impressed with informational
value appropriate for optimal orientation navigation in the data accessed.
In cyberspace, information-intensive institutions and businesses have a form, identity, and working reality-in a word and quite literally an architecture-thatis counterpart
and different to the form, identity, and working reality they have in the physical world.
The ordinary physical reality of these institutions, businesses, etc., are seen as surface
phenomena, as husks, their true energy coursing in architecture unseen except in
cyberspace.
Michael Benedikt, Cyberspace: Some Proposals,in CYBERSPACE: FIRST STEPS 120, 122-23
(Michael Benedikt ed., 1991).
39. Michael Benedikt, Introduction to CYBERSPACE: FIRST STEPS 1, 3 (Michael Benedikt
ed., 1991).
40. Benedikt, supra note 38, at 124.
41. Benedikt, supra note 39, at 1.
42. Byassee, supra note 18, at 198.
43. Id. at 198 n.5.
44. David Tomas, Old Rituals for New Space: Rites de Passage and William Gibson's Cultural Model of Cyberspace, in CYBERSPACE: FIRST STEPS 31, 35 (Michael Benedikt ed., 1991).
45. Id.
46. Benedikt, supra note 39, at 2.
47. Tomas, supra note 44, at 32.
48. Tim McFadden, Notes on the Structure of Cyberspaceand the BallisticActors Model, in
CYBERSPACE: FIRST STEPS 335, 350 (Michael Benedikt ed., 1991).
49. Id. at 341.
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A cyberspace is an information space5" with the following
properties:
1. It is connected by a network of information channels, such that,
if any parts of the information is available to a receiver, then all of
it may be.
2. There is a set of agents that may change the information and
well-known protocols for exchanging information between agents.
This is the 'consensual' part of the original definition. Agents may
also be a part of the information space and hence be objects of
change. These agents may interact with the world to gather information to/from cyberspace, and they may in fact be boppers. 51
3. There are agents that can transform, abstract, and represent the
information in the cyberspace so that a human can experience it
as humans experience the space and 'everyday' objects of the
world. Humans may be 'in' cyberspace as they are in space. This is

the 'delusional' part of the original definition.52
The passage continues by stating today's Internet is merely a "precyberspace" because it contains properties one, two, and a primitive version of property three. 53
If "humans may[,]" as quoted in the above passage, "be 'in' cyberspace as they are in space[,]" then, a fortiori, Cyberspace is a separate
entity from our generally understood physically located existence. The
entity of Cyberspace does not merely exist in one's mind, as would an
existence induced by ingesting a hallucinatory drug. It is a "shared imaginary reality," which may be said to actually exist, accessible beyond pure
imagination; accessible through a portal created by one's computer. If
such a conclusion is reached, and Cyberspace is a new and unique place,
it would prove impossible to examine activity which takes place in
Cyberspace within traditional territorial classifications.
Paired with this answer are a new series of questions. If Cyberspace
is its own venue, how should activity within it be regulated? Should we
treat someone in Cyberspace as if that person's actions do not occur at
the person's physical location?
50. "An information space is an abstract space of acquired information, which has an information source and an information receiver." Id. at 340.
51. McFadden defines bopper as follows:
A bopper is any autonomous, mobile part of cyberspace that is also in direct physical
interaction with the [physical] world. A bopper is intelligent, mobile, autonomous,
etc.-that is, a very smart, classical robot. Boppers may be agents of other cyberspace
actors and may be part of a cooperative system or society.
Id. at 342.
52. Id. at 341 (second emphasis added).
53. Id.
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Two schools of thought reside at opposite theoretical poles concerning cyberspacial regulation. The first of these ideals advocates freedom
for the Internet population to regulate itself: Cyberspace as its own selfgoverning community.5 4 The other ideal advocates regulation within the
norms of traditional legal paradigms. The two opposing viewpoints have
created a fundamental tension in the governance of the Internet. "By the
early nineties, the Internet had evolved into a self-contained, anarchistic

community, with nobody in charge. At the same time, it's promoted as a
legitimate conduit for governmental and public communication."55
If we reach the conclusion that Cyberspace must be externally regulated, but we adhere to the idea that Cyberspace is its own legal regime,
then no single state or nation could restrict activity in Cyberspace Cyberspace would have to be regulated by international treaty.
When one allows access to an Internet site, the site is available to all
who have the ability to access the Internet.

6

Therefore, if a single gov-

54. An example of the effectiveness of self-regulation can be described by an anecdote:
On April 18, 1994, I logged in, fired up the Usenet software, and discovered dozens of
messages telling how I could get an immigration green card-just contact a legal firm in
Arizona. A couple of lawyers had spammed [to "spain" is "[t]o post... huge amounts
of material.., or to post one article to huge numbers of inappropriate groups." CRuMLISH, supra note 12, at 184 (emphasis omitted).] the net-they posted a crass message to
some five thousand Usenet newsgroups, around the world.
There's no law against such things, although this kind of commercial use of the
anarchistic Usenet is frowned upon by most everyone. And most everyone expressed
their disapproval, with e-mail and faxes. Within a day, these jerks received their comeuppance: thousands of letters protested their action, including insults, threats, and suggestions of where they could place their modem. Enough nasty e-mail arrived to
repeatedly crash the computers of their service provider, Internet Direct, who promptly
disabled their account.
This didn't faze the two legal cybernauts. In a New York Times interview, they
threw down the gauntlet-they'd sue Internet Direct for cutting off service. Moreover,
they'd continue to advertise on the network.
Netnerds responded in kind. Within a day, hundreds of faxes arrived at the lawyer's
office-enough to exhaust their paper supply. They found bogus magazine subscriptions
on their doorstep. But the final word came from Arnt Gulbrandsen of Nonvay: he
created a candelbot, a program that automatically erased every message the couple
sent out. The attorneys posted a message; twenty seconds later, the Norvegian program
deleted it. Electronic frontier justice.
These lawyers, so happy to threaten suits against American firms, were powerless
against this Norwegian. A technical knockout.
STOLL, supra note 22, at 104-05.
55. STOLL, supra note 22, at 9. The government's attempts at Internet regulation reflect
this fundamental tension. See The National Information Infrastructure: Agenda for Action,
available by anonymous FTP in directory "pub" <ftp.ntia.doc.gov> (use "guest" as password).
56. Although a site operator may require a password to proceed further than the face of
the site, such as bulletin board system operators commonly require today. To require every
user to first obtain a password to enable access to every site, however, would chill Internet
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ernment could punish a site operator for the availability of his or her
site, it would have the effect of "chilling" that type of information
throughout the entire Internet. The jurisdiction with the strictest laws
would thus be able to impose its stringent value system on the rest of the
world.
With regard to obscenity available on a bulletin board system, a
United States district court recently reached just such a result. In United
States v. Thomas,57 two California bulletin board operators were found
guilty of disseminating obscene materials by computer and interstate
phone lines, in violation of 18 U.S.C. § 1465, when the materials were

downloaded5 ' in Memphis, Tennessee. 59 In accordance with Miller v.
California,6" whether material is "obscene" is to be judged by the "contemporary community standards"61 of the district in which the material
was sent or received.62 Because the material was downloaded in Memphis, the less tolerable Memphis community standards were applied.
In affirming the district court, the Court of Appeals explicitly
avoided the issue of whether Cyberspace is its own community.63 A required element of 18 U.S.C. § 1465 is knowingly "use[ing] a facility or
means of interstate commerce" for the purpose of transporting or transmitting obscenity. The court found that, because the bulletin board operators had approved the Tennessee user's application for a password with
knowledge of the user's location, they had knowledge that the obscene

access. One of the attractive traits of the Internet is its ability to allow users to speedily browse
through Internet resources. If users were required to apply for access to every location they
wished to attend, each user's ability to assimilate information would be impermissibly
reduced.
57. No. CR-94-20019-G (W.D. Tenn. 1994), affd, 74 F.3d 701 (6th Cir.), cert. denied, 117
S. Ct. 74 (1996).
58. To download is "[t]o transfer a file over modem from a remote computer to your
desktop computer." CRUMLISH, supra note 12, at 56 (emphasis omitted).
59. Byassee, supra note 18, at 207.
60. 413 U.S. 15 (1973).
61. Id. at 24.
62. United States v. Bagnell, 679 F.2d 826, 832 (11th Cir. 1982), cert. denied, 460 U.S. 1047
(1983).
63. The community based standard is applicable to the conduct in question, distribution of
pornography. Although no definition of community is required adjudging conduct concerning
on-line gambling, it is legal, under 18 U.S.C. § 1084(b), to transmit gambling information from
a jurisdiction where the gambling is legal to a jurisdiction where it is also legal. Additionally,
from a theoretical standpoint, in order to examine whether the legislative purpose in outlawing gambling is fulfilled concerning on-line gambling, it is useful to examine its effect on a
particular community.
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materials were to be disseminated in Tennessee. 6' Accordingly, the court
also determined venue to be proper in Tennessee on the basis that defendants knew their conduct would have an effect in the forum state.6 5

The court also refused to accept the argument that, in the absence of the
statute's specific reference to transmission by computer, Congress did

not intend to criminalize such activity.66 The court then noted that the
United States Air Force Court of Criminal Appeals had also recently
convicted a defendant for transmitting obscene materials electronically
through the use of an on-line service.67
Law review articles have overwhelmingly disapproved of the district
court's result in Thomas.68 As the articles recognize, this would allow
prosecutors wide discretion in choosing a favorable forum to bring suit.
Additionally, the Court of Appeals's result in Thomas is not wholly applicable to Cyberspace. Thomas involved a bulletin board system, of
which it is customary to require a password for access. This is not true
with the majority of the Internet. On the Internet, and especially the
World Wide Web, it is customary to allow any user to access a web site.
Therefore, a site operator does not have control over a particular user's
access. To impute knowledge to a site operator of every user's access to
his or her site would impermissibly chill Internet activity.69 It is therefore
likely that if the bulletin board system operators in Thomas instead ran a

64. Thomas, 74 F.3d at 710. Specifically, the court stated the password application requires the user's address and telephone number, and that one defendant called the user in
Tennessee to verify his identity. Id. at 705. Therefore, the court concluded,
[U]nder the facts of this case, there is no need for this court to adopt a new definition
of "community" for use in obscenity prosecutions involving electronic bulletin boards.
This court's decision is guided by one of the cardinal rules governing the federal courts,
i.e., never reach constitutional questions not squarely presented by the facts of a case.
Id. at 712 (internal citation omitted).
65. Id. at 710.
66. Id. at 708.
67. Id. at 708. The cited case is United States v. Maxwell, 42 M.J. 568 (A.F. Ct. Crim. App.
1995).
68. See Byassee, supra note 18; John S. Zanghi, "Community Standards"in Cyberspace, 21
U. DAYTON L. REv. 95 (1995); Donna A. Gallagher, Comment, Free Speech on the Line:
Modern Technology and the First Amendment, 3 CoMMLAv CONSPECrus 197 (1995); Robert
F. Goldman, Note, Put Another Log on the Fire, There's a Chill on the Internet: The Effect of
Applying Current Anti-Obscenity Laws to Online Communications, 29 GA. L. REv. 1075
(1995); Eric Handelman, Comment, Obscenity and the Internet. Does the Current Obscenity
StandardProvide Individuals With the ProperConstitutionalSafeguards?,59 ALB. L. Rnv. 709
(1995); Pamela A. Huelster, Note, Cybersex and Community Standards, 75 B.U. L. REv. 865
(1995).
69. See discussion supra note 56.
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web site,70 they would not be knowledgeable of the transmission to Tennessee, and therefore would not be subjected to prosecution in
Tennessee.
Forum shopping concerns are equally applicable to the prosecution
of on-line gambling. However, even accepting the Thomas court's result,
on-line gambling still presents additional problems with prosecution.
With regard to obscenity, the law specifically allows for prosecution
wherever material is received. With gambling, prosecution is available
through statutes criminalizing gambling or operating a gambling establishment, in which case one must examine where the gambling takes
place; and statutes aimed at the transmission of wagering information:
anti-gambling wire statutes, in which case it must be decided where the
gambling transmissions originated and where they were received.7 ' In
either case, the gambling, or the transmission of the gambling information, may be seen as occurring in various locations: where the host server
is located and the dice are rolled, 72 where the end-user is located and the
bet is requested, where the money changes hands,73 or in Cyberspace.
On the other hand, it is possible to view an on-line casino operator,
not as sending gambling information to the four corners of the Internet,
as a television station "broadcasts" its signal, but to view a user accessing
a site as traveling into the jurisdiction, like driving to a store (or casino),
and then returning home.74 As one Internet gambling operator eloquently put it,
We're not transmitting anything. What you have to ask yourself is
just what is an Internet browser. That's the key here. If I go off to
the Vatican's web site with my browser and look at what's there it
doesn't mean that the Vatican is transmitting anything to me or
70. Notwithstanding any applicable provisions of the Telecommunications Act of 1996,
Pub. L. No. 104-104, 110 Stat. 56 (1996).
71. Other statutes, such as gambling paraphernalia and organized crime statutes, may also
be applicable. For more information on specific statutes, see Part III of this Article.
72. Or rather, where the numbers are crunched.
73. Such as at the virtual (or physical) bank.
74. See Brief for Amicus Curiae Electronic Frontier Foundation at 6, United States v.
Thomas, 74 F.3d 701, <http://www.eff.orglpub/LegallCaseslAABBSThomasesMemphis/
eff_aa_041995 amicus.brief> (6th Cir. 1995) (Nos. 94-6648, 94-6649) ("This case is operationally indistinguishable from one in which a Tennessee resident travels to California and
purchases a computer file.., that he brings back to his home."). In Thomas, the court determined the operators "transmitted" obscenity to a specific user in Tennessee. Thomas, 74 F.3d
at 709. However, simultaneously "transmitting" information to the whole of the Internet,
without knowledge of where the information is being received, such as the broadcast analogy
implies, does not seem a proper categorization. It would seem, without the operator's knowledge, the user must "go in" to get the information.
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that the Pope is knocking on my computer screen. A browser and here's the key point - a browser is just a giant pair of electronic binoculars.7"
In addition to the above concerns, in order to properly analyze the
legitimacy of on-line gambling, one must look to the purpose of outlawing gambling in the first place. Does the rationale for regulating gambling activity still apply where the affected community is cyberspacial?7 6

Should on-line gambling be treated the same as gambling over phone
lines?77 Are laws necessary to assure adequate regulation of on-line
gambling?7 8

The unique attributes of Cyberspace lead to the conclusion that,
before attempting to regulate cyberspacial activity, we must carefully examine whether Cyberspace, as a community and a jurisdiction,
should
stand on its own. The many concerns posed in this Part, and the significant ramifications cyberspacial regulation will have on the future of tech75. Stephen Pizzo, WagerNet. Fast Talk, Fast Walk, WEB REvmw, Oct. 29, 1995,
<http://gnn-e2a.gnn.com/gnn/vr/oct27/news/natl/wagernet.html>.
76. With regard to the obscenity standard applied by the Thomas trial court, one commentator noted the utter uselessness of the community based standard:
[I]nteraction in the virtual community produces no physical object, or at least no physical object of the type the legislature intended to restrict. While outside the privacy of
the recipient's home, the "object" is simply a series of electrical impulses, representing
binary code that with the proper software, may be reconstructed to display an image on
the computer screen.
More important, however, the computer user's interaction transcends the local
community because that user, from the privacy of her own home, is participating in a
community for which geographical bounds are irrelevant. The physical conduct of using
the computer-of connecting to cyberspace-may occur in a physical location, but that is
not the conduct to which the community standards test applies. If the test is intended to
apply the standards through which the material, in some relevant sense, passes or affects, then the material on the Thomases' BBS exists in and affects only the virtual
community of cyberspace.... [T]hese differences erode the rationale for regulating the
dissemination of pornography: that the materials' passage on the way to its final destination constructively affects the local community.
Byassee, supra note 18, at 209-10. The same rationale applies in the case of on-line gambling.
If the point of anti-gambling legislation is to prevent the community from being affected by
the activity, then cyberspacial laws, and not local laws, should apply.
77. See Bauwens, supra note 19 (discussing the distinction between cyberspace and
mediaspace). Harm to a physical community may reasonably be seen as more imminent in the
case of mediaspace.
78. The proprietor of the CarribeanCasino recently admitted to prospective investors that
the odds in his casino were in his favor, 70 to 30. Joshua Quittner, Betting on Virtual Vegas: to
Get Around U.S. Gambling Laws, the First Online Casinos are Setting Up Their Card Tables
Offshore, TIME, June 12, 1995, at 63. Doubts have been raised about the integrity of certain
on-line casino associates. See Stephen Pizzo, Sports International 'Consultant' Convicted of
Stock Fraud, WEB REVImw, Oct. 29, 1995, <http://gnn-e2a.gnn.com/gnnvr/oct27/news/natll
sports.html>.

MARQUETTE SPORTS LAW JOURNAL

[Vol. 8:1

nology, society, and liberty, require a thorough examination, by all
parties affected, of any attempt to impose restrictions upon Internet activity. At the very least, it seems preposterous to "jump in" and accept a
classification of computer networks no different from that of traditional
phone lines. In such a case, we may be "jumping in" over our heads.
III.

APPLICABLE LAWS

Once it has been decided where the activity in question has taken
place, the next step is to decide which laws apply. As previously discussed, crime committed using phone lines has been traditionally regulated through wire statutes. However, as explored in Part II, a traditional
approach, in which computer networks are viewed as mere phone lines,
may not make the best fit.
A.

Federal Law

The United States Department of Justice has claimed Internet gambling is illegal under "at least four federal statutes,"79 but presently has
no plans to prosecute.8 0 The Department is, however, conducting a study
into the possible future prosecution of Internet gambling activities.8 '
On its face, the most germane existing statute appears to be Section
1084 of Title 18 of the United States Code, Transmission of Wagering
Information.82 This statute criminalizes knowingly transmitting gambling
information or assisting in the placing of bets between states, 3 over

79. Dave Saltonstall, GamblingMay Be Virtually Accessible to Millions Through Personal

Computers, FRESNO BEE, Mar. 19, 1995, at All.
80. See, e.g., Stephen Pizzo, Virtual Casinos or Virtual Trouble?, WEB REVIEw, Oct. 29,
("[W]e have bigger
1995, <http://gnn-e2a.gnn.com/gnn/wr/oct27/news/natl/index.htm>
problems than Internet gambling. We don't consider it a priority.") Additionally, the Justice

Department has noted "anti-bookie" laws "haven't been enforced in years." Yardena Arar,
Virtual Gambling On-line Casinos Risking Success, L. A. DAILY NEWs, Oct. 30, 1995, at Bi.

81. Arar, supra note 80. Perhaps contradictorily, the Department claims that they "can't
prosecute anyone controlling gambling outside the U.S." On-Line Gaming -

Tempting New

Gamble, SACRAMENTo BEE, Sept. 6, 1995, at C2.
82. 18 U.S.C.A. § 1084(a) (1994) states:
(a) Whoever being engaged in the business of betting or wagering knowingly uses a

wire communication facility for the transmission in interstate or foreign commerce of
bets or wagers or information assisting in the placing of bets or wagers on any sporting
event or contest, or for the transmission of a wire communication which entitles the
recipient to receive money or credit as a result of bets or wagers, or for information
assisting in the placing of bets or wagers, shall be fined under this title or imprisoned
not more than two years, or both.
83. 18 U.S.C. § 1084(e) (1994) defines "state" as follows:
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phone lines, by one engaged in the business of betting or wagering. 8'
This law also explicitly includes common carriers who knowingly allow
their phone lines to be used by gambling operations.85
It is important to note that a defense exists under this law where the
information was transmitted from an area where the gambling is legal to
another area where such gambling is also legal.8 6 Therefore, if activity is
determined to occur in Cyberspace, independently of the user's or operator's physical location, a defense may exist.
Another federal statute likely to be considered applicable to on-line
gambling is Section 1955 of Title 18 of the United States Code, Illegal
Gambling Business. 87 This statute criminalizes participation in the oper-

(e) As used in this section, the term "State" means a State of the United States, the
District of Columbia, the Commonwealth of Puerto Rico, or a commonwealth, territory or possession of the United States.
84. 18 U.S.C.A. § 1084(a) (1994).
85. 18 U.S.C. § 1084(d) (1994) states:
(d) When any common carrier, subject to the jurisdiction of the Federal Communications Commission, is notified in writing by a Federal, State, or local law enforcement
agency, acting within its jurisdiction, that any facility furnished by it is being used or
will be used for the purpose of transmitting or receiving gambling information in interstate or foreign commerce in violation of Federal, State or local law, it shall discontinue
or refuse, the leasing, furnishing, or maintaining of such facility, after reasonable notice
to the subscriber, but no damages, penalty or forfeiture, civil or criminal, shall be found
against any common carrier for any act done in compliance with any notice received
from a law enforcement agency. Nothing in this section shall be deemed to prejudice
the right of any person affected thereby to secure an appropriate determination, as
otherwise provided by law, in a Federal court or in a state or local tribunal or agency,
that such facility should not be discontinued or removed, or should be restored.
86. 18 U.S.C. §1084(b) (1994) provides:
(b) Nothing in this section shall be construed to prevent the transmission in interstate
or foreign commerce of information for use in news reporting of sporting events or
contests, or for the transmission of information assisting in the placing of bets or wagers
on a sporting event or contest from a State or foreign country where betting on that
sporting event or contest is legal into a State or foreign country in which such betting is
legal.
87. 18 U.S.C.A. § 1955(a) (1994) states: "(a) Whoever conducts, finances, manages, supervises, directs, or owns all or part of an illegal gambling business shall be fined under this title
or imprisoned not more than five years, or both."
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ations of an illegal gambling88 business 89 run, under a certain time and
monetary threshold,9" by five or more persons. 91
In addition to these statutes, on-line gambling could theoretically be
prosecuted under traditional lottery statutes 92 or even, if applicable, organized crime statutes, such as RICO. 93
As with the Section 1084(b) exemption, the other federal statutes
would not apply if Cyberspace were determined to be its own venue. As
none of the federal laws are "on all fours" with the conduct in question,
the time is not yet ripe for prosecution under federal law.
None of these existing federal statutes seems directly on point with
on-line gambling. As previously discussed, Section 1084 is intended to be
applied to phone line transmissions.
In Congress's last term,94 Senator Jon Kyl,95 as part of the Crime Prevention Act of 1995,96 proposed an amendment to Section 1084, such
that it would specifically apply to gambling over the Internet. 97 Title XV
of the Crime Prevention Act, entitled "Internet Gambling," 98 would
have amended Section 1084(a) to read: 99
88. 18 U.S.C. § 1955(b)(2) (1994) defines "gambling" to, "include[ ] but is not limited to
pool-selling, bookmaking, maintaining slot machines, roulette wheels or dice tables, and conducting lotteries, policy, bolita or numbers games, or selling chances therein."
89. 18 U.S.C. § 1955(b)(1) (1994) defines "illegal gambling business" as, among other requirements, "a gambling business which- (i) is a violation of the law of a State or political
subdivision in which it is conducted..."
90. 18 U.S.C. § 1955(b)(1)(iii) (1994) requires that the gambling business "has been or
remains in substantially continuous operation for a period in excess of thirty days or has a
gross revenue of $2,000 in any single day."
91. 18 U.S.C. § 1955(b)(1)(ii) (1994) requires that the gambling business "involves five or
more persons who conduct, finance, manage, supervise, direct, or own all or part of such
business. .."
92. 18 U.S.C.A. §§ 1301, 1302, and 1304 (1994).
93. 18 U.S.C.A. §§ 1961 - 1963 (1994).
94. The bill was introduced on the Senate floor on December 21, 1995.
95. Republican, Arizona. This bill was co-sponsored by Senators Orrin G. Hatch (Republican, Utah) and Mike DeVine (Republican, Ohio).
96. S. 1495, 104th Cong., 1st Sess. (1995).
97. See 141 CONG. REc. S19,114, 117 (daily ed. Dec. 21, 1995).
98. S.1495, 104th Cong., 1st Sess. § 1501-1503 (1995).
99. In proposing this amendment, Senator Kyl proffered the following statement:
There is a new underworld of gambling evolving. Gambling on the Internet is on the
rise. Many "virtual" casinos have emerged on this vast network that accept real money
at the click of a mouse or the punch of a key. It is estimated that Internet gambling
could, before too long, become a $50 billion business. That is why I have included a
section which will make it illegal, if it is illegal to gamble in your state, to gamble on the
Internet. Current statutes make it illegal only if you are in the business of gambling on
the Internet. I have also included a provision that would require the Department of
Justice to analyze all problems associated with enforcing the current gambling statute.
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(a)(1) Whoever being engaged in the business of betting or
wagering knowingly uses a wire or electronic communication facility for the transmission in interstate or foreign commerce of bets
or wagers or information assisting in the placing of bets or wagers[], or for the transmission of a wire or electronic communication which entitles the recipient to receive money or credit as a
result of bets or wagers, or for information assisting in the placing
of bets or wagers, shall be fined under this title or imprisoned not
more than two years, or both.
(2) Whoever being engaged in betting or wagering knowingly
uses a wire or electronic communication facility for the transmission in interstate or foreign commerce of bets or wagers or information assisting in the placing of bets or wagers, or for the
transmission of a wire or electronic communication which entitles
the recipientto receive money or credit as a result of bets or wagers,
orfor information assistingin the placing of bets or wagers shall be
fined10not
more than $5,000 or imprisoned not more than I year, or
0
both.
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CONG. REc. S19,114 (daily ed. Dec. 21, 1995) (statement of Sen. Kyl).
100. Emphasis has been added to highlight the proposed changes. See S. 1495, 104th
Cong., 1st Sess. § 1501 (1995). Most importantly, the amendment was intended to regulate
"electronic" in addition to "wire" communications. See 1495, 104th Cong., 1st Sess.
§ 1501(1)(A) (1995). It is unclear whether this was intended to apply to computer networks
based on wired lines or was also intended to encompass wireless networks. In addition, the
amendment would have created a distinction between casual gambling and being in the business of gambling, see 1495, 104th Cong., 1st Sess. § 1501(2) (1995), whereas as presently written, Section 1084 only proscribes the latter. See 18 U.S.C. § 1084(a) (1994). Furthermore, the
amendment would have ensured that all forms of bets or wagers would have been included
within the statute's purview by eliminating the statute's limitation to sporting events or contests. See S. 1495, 104th Cong., 1st Sess. § 1501(1)(C) (1995). Senator Kyl's explanation of his
bill was that it:
Amends 18 U.S.C. § 1084 to insure that individuals who gamble or wager via wire or
electronic communication are penalized-not just those who are in the business of gambling. Current statutes make it illegal only if you are in the business of sports gambling
on the Internet.This section would make it illegal to gamble on "virtual casinos" as well
as electronic sports books.
141 CONG. REc. S19,117 (daily ed. Dec. 21, 1995) (statement of Sen. Kyl). Finally, the amendment would have redesignated Section 1084(e) as subsection (f), and would have created a
new subsection (e):
(e)(1) Notwithstanding any provision of Federal or State law, in imposing sentence on a
defendant for conviction of a violation of this section, the court shall order that the
defendant forfeit to the United States any property, real or personal (including hardware and software), involved in the offense, and any property traceable to gross profits
or other proceeds obtained from the offense.
(2) Proceeds from property forfeited under paragraph (1) shall be deposited in an
account of the Department of Justice.
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The bill also contained provisions for amending the applicable sen-

tencing guidelines' 01 and reporting on the enforcement of the Internet
gambling law.' "Internet," although not defined by the proposed
amendment, was defined in the Telecommunications Act of 1996 as "the
international computer network of both Federal and non-Federal interoperable packet switched data networks."

3

After its introduction, the

bill was referred to the Senate Committee on the Judiciary,'" where it
died. 0 5
See S. 1495, 104th Cong., 1st Sess. § 1501(2)-(3) (1995). The remainder of the statute would
have remained the same.
101. This provision read:
Not later than 120 days after the date of enactment of this Act, the United States
Sentencing Commission shall(1) review the deterrent effect of existing guidelines applicable to section 1084 of
title 18, United States Code, and report to Congress on the results of the review; and
(2) promulgate new guidelines or amend existing guidelines to ensure that individuals convicted under such section are imprisoned for not less than 1 year.
S.1495, 104th Cong., 1st Sess. § 1502 (1995). It was explained that this section "[r]equires the
United States Sentencing Commission to review the deterrent effect of existing sentencing
guidelines as they apply to section[ ] 1084 of Title 18 and promulgate guidelines to ensure that
criminals convicted under section 1084 receive mandatory minimum sentences for not less
than one year." 141 CONG. Rr-c. S19,117 (daily ed. Dec. 21, 1995) (statement of Sen. Kyl).
102. This provision read:
Not later than 120 days after the date of enactment of this Act, the Attorney General
shall submit a report to Congress that includes(1) an analysis of the problems associated with enforcing section 1084 of Title 18,
United States Code;
(2) recommendations for the best use of resources of the Department of Justice to
enforce such section;
(3) recommendations for the best use of the resources of the Federal Communications Commission to enforce such section; and
(4) an estimate of the amount of activity and money being used to gamble on the
Internet.
S. 1495, 104th Cong., 1st Sess. § 1503 (1995). It was explained that this proposed law:
Requires the Attorney General to report to Congress on (1) the problems associated
with enforcing Internet gambling [laws], (2) recommendations for the best use of resources of the Department of Justice to enforce section 1084 of Title 18, (3) recommendations for the best use of the resources of FCC to enforce section 1084 of title 18, and
(4) an estimate on the amount of gambling activity on the Internet. It is not clear how
effectively law enforcement can police the Internet. A report may answer that question.
141 CONG. Prc. S19,117 (daily ed. Dec. 21, 1995) (statement of Sen. Kyl).(emphasis omitted).
103. Pub. L. No. 104-104, § 230(e)(1) 100 Stat. 56, 139 (1996). This definition, encompassing "the" international computer network, seems overly broad and leaves much to be desired.
See Part II of this Article.
104. 141 CoNG. REc. S19,113 (daily ed. Dec. 21, 1995).
105. Senator Kyl insisted that he would offer it again. See James Sterngold, A One-Armed
Bandit Makes a House Call; Virtual Casino is Coming, But Regulation is Still a Big Question,
N.Y. TiMES, Oct. 28, 1996, at D1.
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During the same term, Congress introduced, and later passed, a bill
establishing the National Gambling Impact and Policy Commission to
assess the regulation and effects of gambling in the United States.1" 6 The
Commission is also to study on-line gambling.'

7

If Senator Kyl's bill was passed, it would have restructured Section
1084's application to conform to Internet gambling conduct.lOs Unless
106. H.R. 497, 104th Cong., 1st Sess. (1995). The President signed the bill, making it law,
on August 3, 1996. See 142 CONG. REc. D878-03 (daily ed. Sept. 3, 1996).
107. In addition to studying the enforcement policy and practices with respect to and the
effect of all types of gambling, the bill explicitly includes, among the duties of the Commission,
"a review of gambling that uses interactive technology, including the Internet; .... See H.R.
497, 104th Cong., 1st Sess. § 4(a)(2)(J) (1995); see also 142 CONG. REc. S16, 77 (daily ed.
March 5, 1996) (statement of Sen. Hyde); 142 CONG. Rnc. S16, 77 (daily ed. March 5, 1996)
(statement of Sen. Vucanovich); 142 CONG. REc. S16, 83 (daily ed. March 5, 1996) (statement
of Sen. Lobiondo); 142 CONG. REc. S16, 85 (daily ed. March 5, 1996) (statement of Sen. Ensign); 141 CONG. REc. S16,107 (daily ed. Oct. 27, 1995) (statement of Sen. Warner).
108. This term, Senator Kyl has introduced a new, but substantially similar, bill, the "Internet Gambling Prohibition Act of 1997." S. 474 (introduced March 13, 1997). This bill would
amend Section 1084(a) as follows (proposed changes have been emphasized):
(a) IN GENERAL.(1) PERSONS ENGAGED IN THE BUSINESS OF BETTING OR WAGERING.- Whoever, being engaged in the business of betting or wagering knowingly uses a
communication facility for the transmission or receipt in interstate orforeign commerce
of bets or wagers, informationassisting in the placing of bets or wagers, or a communication that entitles the transmitteror receiver to the opportunity to receive money or credit
as a result of bets or wagers, shall be fined not more than $10,000, imprisoned not more
than 2 years, or both.
(2) OTHER PERSONS.- Whoever (other than a person described in paragraph
(1)) knowingly uses a communicationfacility for the transmissionor receipt in interstate
or foreign commerce of bets or wagers, information assisting in the placing of bets or
wagers, or a communication that entitles the transmitteror receiver to the opportunity to
receive money or credit as a result of bets or wagers, shall be fined not more than $5,000,
imprisoned not more than 1 year, or both.
The Act would amend 1084(b) to read:
(b) EXCEPTIONS.(1) NEWS REPORTING; LEGAL BETS AND WAGERS.- Nothing in this section shall be construed to prohibit the transmission or receipt in interstate or foreign
commerce of any information (A) for use in the news reportingof any activity, event, or contest upon which bets or
wagers are based; or
(B) relating to the placing of bets or wagers, if such betting or wagering (i) is legal in the State or foreign country in which the transmission originates;and
(ii) is legal in each State and each foreign country in which the transmission is
received.
(2) STATE LAW.- Nothing in this section shall be construed to preempt any State
law.
The Act would also amend 1084(d) to read:
(d) DUTIES OF COMMON CARRIERS AND INTERACTIVE COMPUTER SERVICE PROVIDERS.-
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and until the legislature manifests its intent to include on-line gambling
within the purview of present gambling laws, courts should not apply
Section 1084 to Internet gambling activities.

(1) IN GENERAL.- If any common carrieror interactive computer service provider, subject to the jurisdiction of the Federal Communications Commission, is notified in writing by a Federal, State, or local law enforcement agency, acting within its
jurisdiction, that any facility furnished by it is being used or will be used for the purpose
of transmitting or receiving gambling information in interstate or foreign commerce in
violation of Federal, State or local law, it shall discontinue or refuse, the leasing, furnishing, or maintaining of such facility, after reasonable notice to the subscriber, but no
damages, penalty or forfeiture, civil or criminal, shall be found against any common
carrier or interactivecomputer service providerfor any act done in compliance with any
notice received from a law enforcement agency.
(2) INJUNCTIVE RELIEF. - Any Federal,State, or local law enforcement agency
acting within its jurisdiction,shall have the authority,following the issuance of a notice
under paragraph(1), to seek an injunction or other appropriaterelief from a Federalor
State court of competent jurisdictionbarringaccess to the communicationfacility at issue
or preventing the use of such facility for the purpose of transmittingor receiving gambling information in interstateorforeign commerce in violation of Federal,State, or local
law.
(3) JUDICIAL ACTION. - Nothing in this section shall be deemed to prejudice
the right of any person affected thereby to secure an appropriate determination, as
otherwise provided by law, in a Federal court or in a State or local tribunal or agency,
that such facility should not be discontinued or removed, or should be restored.
Finally, the act would amend certain definitions contained in 18 U.S.C. § 1081 as follows:
(5) The term "[] communication facility" means any and all instrumentalities, personnel, and services (among other things, the receipt, forwarding, or delivery of communications) used or useful in the transmission or receipt of data, writings, signs,
pictures, and sounds of all kinds by aid of wire, cable, radio, electromagnetic, photooptical,photoelectric, or other similar facility.
(6) BETS OR WAGERS.-The term 'bets or wagers'(A) means the staking or risking by any person of something of value upon the outcome of a contest of chance or a future contingent event not under the control or influence of the person, upon an agreement or understanding that the person or another
person will receive something of value in the event of a certain outcome;
(B) includes the purchase of a chance or opportunity to win a lottery or otherprize;
and
(C) does not include(i) a bona fide business transactiongoverned by the securities laws (as that term is
defined in section 3(a)(47) of the Securities Exchange Act of 1934 (15 U.S.C.
78c(a)(47))) for the purchaseor sale at a future date of securities (as that term is defined
in section 3(a)(1O) of the Securities Exchange Act of 1934 (15 US.C. 78c(a)(10)));
(ii) a contract of indemnity or guarantee;or
(iii) a contractfor life, health, or accident insurance.
Upon introduction, the bill was referred to the Judiciary Committee's Subcommittee on
Technology, Terrorism, and Government Information. On October 9, 1997, the Judiciary
Committee reported favorably on the bill, with amendment, to the full Senate, and on October 23, 1997, it was placed on the Senate Legislative Calendar. The House of Representatives
has introduced a similar bill, with minor modifications. See HR 2380.
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The propriety of passing such a law, however, must be questioned.
The ramifications of a law regulating cyberspacial conduct have not been
sufficiently studied. The National Gambling Impact and Policy Commission, in conjunction with computer network policy experts, may efficiently assess the impact of laws regulating Internet gambling. 10 9 Thus, in
order to provide Congress with enough information to provide a rational
basis for a decision on whether to pass a bill such as Senator Kyl's, any
such amendment should be postponed until the Commission completes
its study.110 The time is not yet ripe to apply existing law to on-line gambling activity.
B.

State Law

Title 18's Section 1084"' and Section 1955112 specifically do not preempt state law from also applying to on-line gambling activities. Furthermore, if the conduct
takes place entirely within a state, state law may be
3
a better fit."1

109. This is not to say the Commission will approach this issue with impartiality. Even the
official publication of the Attorneys General admits that the appointed head of the Committee, Dean Kay James, "is perceived as strongly anti-gaming." National Gambling Commission
Launched, 1997-JUN NAAG GANNG DEV. BULL. 2 (May/June 1997).
110. In addition to any concerns about domestic network policy, it is extremely important
to examine international conflict of law considerations. This is discussed in Part III(c) of this
Article.
111. 18 U.S.C. § 1084(c) (1994) provides: "(c) Nothing contained in this section shall create immunity from criminal prosecution under any laws of any State."
112. Congress explicitly indicated its intent not to allow 18 U.S.C. § 1955 to preempt state
law:
No provision of this title [amending, inter alia, 18 U.S.C. § 1955] indicates an intent on
the part of Congress to occupy the field in which such provision operates to the exclusion of the law of a State or possession, or a political subdivision of a State or possession, or the same subject matter, or to relieve any person of any obligation imposed by
any law of any State or possession, or political subdivision of a State or possession.
Organized Crime Control Act of 1970, Pub. L. No. 91-452, § 811, 84 Stat. 922, 940 (1970). This
section is explained as follows: "This section makes explicit the intent of Congress that no
provision of this title shall be understood to preempt the field of gambling regulation or to
relieve any person of any obligation imposed by any law of any State or possession or a political subdivision." H.R. REP. No. 1549, 91st Cong., 2d Sess. 1970 (1970), reprinted in 1970
U.S.C.C.A.N. 4007, 4032.
113. States are generally presumed to be better able to regulate activity within their borders, see generally Gibbons v. Ogden, 22 U.S. 1, 194 (1824),
The genius and character of the [federal] government seem to be, that its action is to be
applied to all the external concerns of the nation, and to those internal concerns which
affect the States generally; but not to those which are completely within a particular
State, which do not affect other States, and with which it is not necessary to interfere,
for the purpose of executing some of the general powers of the government. The com-
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State legislatures have passed laws which parallel Section 1084.114 In
general, state legislatures have also established statutes outlawing gam-

bling or operating gambling establishments. 1 5
As with the federal statutes, these state equivalents do not seem directly on point. If traditional wire transmission and gambling operation
laws are not on key at the federal level, they are equally unlikely to be
on point at the state level. Additionally, in light of the global nature of
the Internet and forum shopping concerns outlined in Part II and Part
III(c) of this Article, it would seem even more ridiculous to believe a
state should regulate such transnational activity.
C. InternationalLaw

Although gambling has been legal within the borders of a number of
countries for quite some time, on-line gambling has now been authorized
by certain countries' governments, and it is likely that others will follows.

pletely internal commerce of a State, then, may be considered as reserved for the State
itself.
including criminal activity. See United States v. Lopez, 517 U.S. -, 115 S.Ct. 1624, 1631 n.3
(1995) ("Under our federal system, 'the states possess primary authority for defining and enforcing the criminal law."' (quoting Brecht v. Abrahamson, 507 U.S. 619, 635 (1993) (further
quotation omitted))). The principle of federalism, that is, the allocation of power between the
states and the federal government, dates back to the days preceding the ratification of the
Constitution. See, e.g., THE FEDERALIST No. 45, at 292-93 (James Madison) (Clinton Rossiter
ed., 1961) ("The powers reserved to the several States will extend to all the objects which, in
the ordinary course of affairs, concern... the internal order... of the State.") In spite of these
concerns, however, it may be that an activity is deemed to have an effect on interstate commerce, and is thus better regulated by federal law. See U.S. CONST. art. I, § 8 (including the
Commerce and Necessary and Proper Clauses); Lopez, 115 S.Ct. at 1629-30 ("Congress' commerce authority includes the power to regulate... those activities that substantially affect
interstate commerce." (citing Maryland v. Wirtz, 392 U.S. 183, 196 n.27 (1968)). Because of
the global nature of computer networks, in the instance of on-line gambling, it is unlikely that
the activity will take place entirely within a state's borders.
114. See ALA. CODE § 11-65-40 (1994) ("Transmission of racing information prohibited");
CAL. PENAL CODE § 337i (West 1988) ("Transmittal of racing information to gamblers"); DEL.
CODE ANN. tit. 11, § 1411 (1995) ("Unlawfully disseminating gambling information"); FLA.
STAT. ANN. § 550.3551 (West Supp. 1996) ("Transmission of racing and jai alai information;
commingling of pari-mutuel pools"); LA. REv. STAT. ANN. § 4:171.1 (West Supp. 1996)
("Transmission of racing information for illegal gambling purposes"); 66 PA. CONS. STAT.
ANN. § 2902 (1979) ("Private wire for gambling information prohibited"); TEx. PENAL CODE
ANN. § 47.05 (West 1994) ("Communicating Gambling Information"); Wis. STAT. ANN.
§ 945.03(7) (West 1982) ("Commercial gambling").
115. For an example of such statutes, see Texas Attorney General Dan Morales' opinion
in Part IV of this Article.
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Recently, the Belize" 6 National Assembly ratified the Computer
Wagering Licensing Act (1995). 117 Under this law, the government-appointed Belize Computer Wagering Licensing Board is to supervise the

on-line gaming industry by requiring licensing and the posting of bonds
in order to operate an on-line gaming establishment out of Belize." 8 At
least one Internet gambling operation, WagerNet, has a server which is
said to be based in Belize.

19

In addition, other internet gaming sites have been authorized by government license. For example, Interlotto has been granted an explicit license to conduct a lottery through the Internet by the Liechtenstein 2 '

government.'

21

The Belize statute and the Liechtenstein license specifically authorize

the operation of Internet gambling facilities. Prosecution of these operators, therefore, who are acting under specific governmental authority,
would directly place at odds United States's laws with the laws of a foreign country. In order to square conflicting countries' law, we may look
to international law principles.
In this area of international conflict of laws, the Restatement (Third)
of the Foreign Relations Law of the United States offers valuable guidance. 22 Under the Restatement view, a state may possess, and is subject to limitations upon, three bases of jurisdiction:
116. Belize is a Carribean country on Central America's eastern coast. See generally, Belize Factsheetfor Visitors, Belize Online, <http://www.belize.com/facts.html>.
117. No. 21 of 1995. See Manolo Romero, Belize Introduces Online Gaming Legislation,
Belize Online, <http://www.belize.com/wager.html>. A proprietor of Wagernet convinced the
Belize government to pass the act by persuading them that allowing on-line gambling would
be good for the country's local economy. Evan I. Schwartz, Wanna Bet?, WIRED, Oct. 1995, at
134, 137 ("[O]f all the other Caribbean governments [Wagernet's "chief technical director"]
contacted about the venture, the Belizeans were the only ones who didn't require a bribe.")
118. Romero, supra note 117.
119. See Wagernet's website, <http://www.vegas.com/wagernet>.
120. Liechtenstein is a small European country situated between Switzerland and Austria.
See generally, InterestingFacts About Liechtenstein, <http://www.lott.li/lott/about.htm>.
121. The license is available at, <http://www.interlotto.liicenc.htm>. As translated on this
web site, the license, entitled "Government of the Principality of Liechtenstein," "Confirmation," states: "We herewith confirm that the government of the Principality of Liechtenstein,
at its meeting of 27 June 1995, had granted to International Lottery in Liechtenstein Foundation i. Gr. a licence [sic] to conduct a lottery through Internet." In addition, the city of Monte
Carlo, Monaco, has also legitimized Internet gambling. See Venturetech Taps Into Casino
World and Monacall's Joint Venture; Internet Gaming Via Monte Carlo, FIN. WORu.D, Mar. 25,
1996, at 95. Monaco is a "principality on the Mediterranean, an enclave in [southeast]
France." WEBSaR'S II NEW RVERSIDE UNrvERsrrY DicoTINARY 1486 (1984).

122. "International law deals with the propriety of the exercises of jurisdiction by a state,
and the resolution of conflicts of jurisdiction between states." RESTATEMENT (THIRD) OF THE
FOREIGN RELATIONS LAW OF THE UNIrnD STATES § 401 cmt. b (1987). The Restatement de-
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(a) jurisdiction to prescribe, i.e., to make its law applicable to
the activities, relations, or status of persons, or the interests of
persons in things, whether by legislation, by executive act or order, by administrative rule or regulation, or by determination of a
court;
(b) jurisdiction to adjudicate, i.e., to subject persons or things
to the process of its courts or administrative tribunals, whether in
civil or criminal proceedings, whether or not the state is a party to
the proceedings;
(c) jurisdiction to enforce, i.e., to induce or compel compliance
or to punish noncompliance with its laws or regulations, whether
through the courts or by use of executive, administrative, police,
or other nonjudicial action.123
As this Part aims to examine the feasibility of governing international
gambling operations from a conceptual perspective, and therefore concentrates on whether laws should apply to such conduct, jurisdiction to
prescribe is most appropriately examined. Although it remains necessary
to analyze the remaining hurdles of adjudication and enforcement, 124
such areas are more suitably discussed with reference to the circumstances of an individual case.'25
The Restatement offers two paired sections governing whether a
state has jurisdiction to prescribe, section 402,126 which outlines the circumstances in which a state possesses such jurisdiction, and section
403,127 which limits the circumstances of this jurisdiction. Subject to section 403, section 402 allows jurisdiction to prescribe law concerning:
fines "state," under international law, as "an entity that has a defined territory and a permanent population, under the control of its own government, and that engages in, or has the
capacity to engage in, formal relations with other such entities." IL § 201. Although in drafting the Restatement, its authors certainly did not have Cyberspace in mind, perhaps they
foresaw such friction. See id. pt. IV, ch. 1, subch. A, Introductory Article. ("Inevitably, the
rules themselves have changed, reflecting transformations in global communications, in the
level and variety of transnational activity, and in the perceptions of the way states interact
with one another." (footnote omitted)).

123. Id. § 401 (1987).
124. For example, personal jurisdiction must be properly asserted over a defendant, see
discussion supra note 16.
125. Each case could warrant a fundamentally different discussion. Contrast a foreign national operating under foreign legal authority with the situation in Granite Gate Resorts, Inc.,
discussed in Part IV of this Article. In the latter example, an American is acting in a foreign
nation within the boundaries of that nation's law. Although in both cases the actor is following
the same law, the American is more susceptible to prosecution for the same conduct (although

not necessarily in a particular state's courts).
126. Entitled "Bases of Jurisdiction to Prescribe."
127. Entitled "Limitations on Jurisdiction to Prescribe."
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(1) (a) conduct that, wholly or in substantial part, takes place
within its territory;
(b) the status of persons, or interests in things, present within
its territory;
(c) conduct outside its territory that has or is intended to have
substantial effect within its territory;
(2) the activities, interests, status, or relations of its nationals
outside as well as within its territory; and
(3) certain conduct outside its territory by persons not its nationals that is directed against the security of the state or against a
limited class of other state interests.12 8
Certain limitations are imposed by section 403:
(1) Even when one of the bases for jurisdiction under § 402 is
present, a state may not exercise jurisdiction to prescribe law with
respect to a person or activity having connections with another
state when the exercise of such jurisdiction is unreasonable.
(2) Whether exercise of jurisdiction over a person or activity having connections with another state is unreasonable is determined
by evaluating all relevant factors, including, where appropriate:
(a) the link of the activity to the territory of the regulating
state, i.e., the extent to which the activity takes place within the
territory, or has substantial, direct, and foreseeable effect upon or
in the territory;
(b) the connections, such as nationality, residence, or economic activity, between the regulating state and the person principally responsible for the activity to be regulated, or between that
state and those whom the regulation is designed to protect;
(c) the character of the activity to be regulated, the importance of regulation to the regulating state, the extent to which
other states regulate such activities, and the degree to which the
desirability of such regulation is generally accepted;
,(d) the existence of justified expectations that might be protected or hurt by the regulation;
(e) the importance of the regulation to the international political, legal, or economic system;
(f) the extent to which the regulation is consistent with the
traditions of the international system;
128. RESTATEMENT (THED) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES
§ 402 (1987). "Jurisdiction to prescribe with respect to transnational activity[,]" according to

the Restatement view, "depends not on a particular link, such as minimum contacts... but on
a concept of reasonableness based on a number of factors to be considered and evaluated." Id.
§ 401 cmt. c. The Restatement quotes Learned Hand, remarking that Congress will not be
presumed to intend to "punish all whom [our] courts can catch." Id. § 403 reporters' note 2.
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(g) the extent to which another state may have an interest in
regulating the activity; and
(h) the likelihood of conflict with regulation by another state.
(3) When it would not be unreasonable for each of two states to
exercise jurisdiction over a person or activity, but the prescriptions by the two states are in conflict, each state has an obligation
to evaluate its own as well as the other state's interest in exercising jurisdiction, in light of all relevant factors, Subsection (2); a
state should defer
to the other state if that state's interest is
129
clearly greater.
The Third Restatement stresses the reasonabilityof proscription. For example, it is uncontroversial that "shooting or even sending libelous publications across a boundary," or injury caused by a products'
introduction into a state's stream of commerce, falls within the effects
principle. 3 ° However, in light of the accessibility of web sites to all users,
Internet activity presents a more difficult scenario. 131 Although such effect may be realized, it is not necessarily intended. "Where regulation of
transnational activity is based on its effects in the territory of the regulating state, the principle of reasonableness calls for limiting the exercise of
jurisdiction so as to minimize conflict with the jurisdiction of other
32
states, particularly with the state where the activity takes place.'1
"Exercise of jurisdiction by more than one state may be reasonable
...
133 Each state is then subject to the reasonability test in Section
403(2)."' Although relevant under Section 403(2)(g) and (h), one state's
exercise of jurisdiction does not exclude another state's jurisdiction as
unreasonable. 35 Nor does one state's strong policy conclusively trump
1 36
another state's conflicting course.
Again, the key is reasonability. The goal of transnational law is the
"reasonable accommodation of the interests of the states concerned.' 1 37

129. Id. § 403.
130. Id. § 402 cmt. d.
131. See supra text preceding note 69 (difference in availability of general access to bulletin board systems versus web sites).
132. RESTATEMENT (THIRD) OF THE FOREIGN RELATIONS LAW OF THE UNITED STATES
§ 403 reporters' note 3 (1987).
133. Id. § 403 cmt. d.
134. Id.
135. Id.

136. Id.
137. The Restatement provides an example of accommodation - a statement adopted by
the Organisation for Economic Co-operation and Development (OECD) calling for "cooperation as an alternative to unilateral action" such that member states "take fully into account
the sovereignty and legitimate economic, law enforcement and other interests of other Mer-
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These principles apply to criminal as well as civil regulation.138 However, the reasonability of transnational criminal law is to be particularly
scrutinized. 1 39 "Prosecutions for activities committed in a foreign state
have generally been limited to serious and universally condemned offenses, such as treason or traffic in narcotics, and to offenses by or
against military forces."' 4 ° In these cases of universal condemnation,
the
14 1
state in which the activity occurred is unlikely to object.
According to the Restatement, the best approach to resolve conflict-

ing exercises of jurisdiction is by agreement. 42
In light of on-line gambling's international character, and those contradictory laws already in effect, Sections 402 and 403 are applicable, and

such mutually exclusive laws must be subjected to the reasonability test.
As proposed by the Restatement, the ideal solution is international

agreement. 43 Before Congress passes laws which are directly applicable
to foreign nationals, the international conflict of laws dilemma must be
resolved. The most pragmatic approach is international treaty.
Cyberspacial activity is truly a global activity. As such, United
States's federal law, individual states' law, or, for that matter, an individ-

ual foreign country's law, is inadequate on its own. A global resolution,
with adequate discussion of the issue, resulting in an agreeable treaty, is
ideal.

ber countries." Id. § 403 reporters' note 1 (quoting OECD Comm. on Int'l Inv. and Multinat'l
Enters., The 1984 Review of 1976 OECD Declarationand Decisions on InternationalInvestment and MultinationalEnterprises, OECD, Doc. Press/A(84) 28. (approved by the Council
of Ministers May 18, 1984). The accommodation requirement may be viewed as either comity
or obligation. Id. § 403 reporters' note 1.
138. Id. § 403 cmt. f.
139. Id. § 403 reporters' note 8. This scrutiny results from the perception that the exercise
of extraterritorial criminal jurisdiction is particularly intrusive. Id.
140. Id. ("No case is known of criminal prosecution in the United States for an economic
offense (not involving fraud) carried out by an alien wholly outside the United States.")
141. Id.
142. Id. § 403 cmt. e. The Restatement expands:
When possible, the two states should consult with each other. If one state has a clearly
greater interest, the other should defer, by abandoning its regulation or interpreting or
modifying it so as to eliminate the conflict. When neither state has a clearly stronger
interest, states often attempt to eliminate the conflict so as to reduce international friction and avoid putting those who are the object of the regulations in a difficult
situation.
Id.
143. For a student-written Comment advocating the necessity of an international solution,
see Sean Selin, Comment, Governing Cyberspace: The Need for an International Solution, 32
GONz. L. REv. 365 (1996197).
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PROSECUTION

As on-line gambling continues to catch the public's eye, Attorneys
General have turned their attention to the matter. In the following opinions, a number of precocious Attorneys General analyze the possibility
of prosecution. 4
A.

Advisory Opinions

1. Texas Attorney General Opinions
The Office of the Attorney General of the State of Texas has issued
two opinions which, although not directly on point, are useful to examine. 145 The two opinions are Attorney General Jim Mattox' Letter
Opinion dated November 3, 1990,146 and Attorney General Dan
Morales' Attorney General Opinion dated May 2, 1995.1'
144. Since this Article was authored, the National Association of Attorneys General has
released a report acknowledging the deficiency of present law in regulating internet gambling,
see Internet Gambling Staff Subcomm., Internet Task Force, Nat'l Ass'n of Att'ys Gen., Gambling on the Internet: A Report to the Internet Working Group of the NationalAssociation of
Attorneys General (June 11, 1996), and has resolved to support amendments to, inter alia, 10

U.S.C. § 1084, and to encourage the Department of Justice and the Federal Trade Commission
to join with the Association "to develop joint enforcement strategies to stop the spread of
illegal internet gambling.. ." Nat'l Ass'n of Att'ys Gen., Resolution SupportingAmendments
to the FederalAnti-Wagering Act to More Fully Encompass Illegal Internet Gambling and En-

courage Federal-State Cooperation (adopted June 12, 1996). The Association, which has become quite active in the politics of Internet gambling, even released an updated report,
entitled Gambling on the Internet: One Year Later,supporting enactment of the Internet Gam-

bling Prohibition Act of 1997. See NAAG Releases Updated Internet Gaming Report, 1997JUN NAAG GAMING DEv. BULL. 1 (May/June 1997). The Justice Department has so far
refused the Association their novel enforcement tactics. See Sterngold, supra note 105 (noting
that the Justice Department turned down the Association's "alarming proposal for arresting
gamblers from in front of their computers...").
145. Article IV, § 22 of the Texas Constitution, and Texas Government Code §§ 402.041402.045, allow Texas Attorneys General to render advisory opinions in response to legal questions concerning matters affecting the public interest or concerning official duties asked by
certain public officials outlined in Texas Government Code § 402.042. According to the Opinion Request Procedures of the Attorney General,
The appellate courts of Texas have consistently held that attorney general opinions,
although not binding on the courts, are entitled to 'great weight.' An opinion of the
attorney general should be deemed to correctly state the law unless or until the opinion
is modified or overruled by statute, judicial decision, or subsequent attorney general
opinion.
AiTORNEY GENERAL OF TEXAS, INDEX TO THE OPINIONS OF THE ATORNEY GENERAL OF

TEXAS vi (1994).
146. Op. Tex. Att'y Gen. No. LO-90-88 (Nov. 3, 1990).
147. Op. Tex. Att'y Gen. No. DM-344 (May 2, 1995). Generally, an "Attorney General
Opinion" designation implies that the opinion is of interest to a more broad sector of the
Texas population than "Letter Opinion," which is generally more local in nature or concerns
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a. Opinion No. LO-90-88
At the request of Texas State Senator Hugh Parmer,'14 Texas Attorney General Jim Mattox addressed, inter alia, the following question:
"Currently, can a person, while in Texas, call another state to have a
computer play lottery games (i.e. Lotto) or bingo games for them and
149
pay by a 900 number or a credit card?'
At the outset it should be noted that it would appear this question
was not aimed at on-line gambling, but was geared towards telephone
lotteries. 50 Mattox concluded that such a call would violate Texas Penal
Code § 47.02(a)(1), which made it an offense if one "makes a bet on the
partial or final result of a game or contest or on the performance of a
participant in a game or contest."' 5 ' Texas Penal Code § 47.02(b) allows
the following defenses to such conduct:
(1) the actor engaged in gambling in a private place1 5 2 ;

(2) no person received any economic benefit other than personal winnings; and

(3) except for the advantage of skill or luck, the risks of losing
and the chances of winning [the game] were the same for all
participants. 5 3
However, the opinion concludes that the "transactions would generate
an economic benefit to a third party. Therefore, the second prong of the

the interests of a more limited group. ATrORINEY GENERAL OF TEXAS, INDEX TO THE OPINIONS OF TrH ATTORNEY GENERAL OF TEXAS vi (1994). However, a Letter Opinion is no less
authoritative than an Attorney General Opinion. Id.
148. Chair of the Texas State Senate's Committee on Intergovernmental Relations.
149. Op. Tex. Att'y Gen. No. LO-90-88 at 1 (Nov. 3, 1990).
150. It should be noted that Texas State Senator Hugh Parmer also asked, "Currently, can
a person, while in Texas, legally participate in lottery games or bingo games in another state in
any way other than described in question 1?" Id. at 2. Mattox replied, "It is outside the scope
of the opinion process to determine whether there is any imaginable way for a person to
participate in an out-of-state lottery without leaving Texas." Id Perhaps Honorable Hugh
Parmer had a little more foresight than the 1990 staff of the Texas Attorney General's office.
151. Id. at 1. At the time Mattox authored the opinion, "bet" was defined as "an agreement that, dependent on chance even though accompanied by some skill, one stands to win or
lose something of value." Id. "Bet" has since been amended to "mean[ ] an agreement to win
or lose something of value solely or partially by chance." See TEx. PENAL CODE ANN. § 47.01
(West 1994).
152. "Private place" is defined as "a place to which the public does not have access, and
excludes, among other places, streets, highways, restaurants, taverns, nightclubs, schools, hospitals, and common areas of apartment houses, hotels, motels, office buildings, transportation
facilities, and shops." TEX. PENAL CODE ANN. § 47.01(8).(West 1994).
153. See Op. Tex. Att'y Gen. No. LO-90-88 at 1 (Nov. 3, 1990) (emphasis added).
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defense set... would not be satisfied."'15 4 No mention is made of any
breach of Federal laws.
At most, this opinion might apply to end-users, as the statute merely
proscribes placing bets. Furthermore, as previously discussed, the fact
that such a bet, in the case of on-line gambling, involves Cyberspace,
renders Mattox' analysis outmoded.
b.

Opinion No. DM-344

At the request of Texas State Representative Kenny Marchant, 55
Texas Attorney General Dan Morales addressed the following questions:
(1) May two or more persons, each using a separate personal computer and modem or other data transmission device in a private place,
play a card game with each other and bet on the outcome of the card
game?
(2) May a third party operating a bulletin board service assist persons
in playing the card games located on that bulletin board service and
charge a fee for the amount of computer time and processing charges
used by the persons playing the game?
(3) May a third party operating a bulletin board service act as the
custodian of money placed in escrow with that bulletin board service by
users of the service for the156
specific purpose of playing card games with
other users of the service?
At the outset, it must be noted that Morales' opinion concerns parties located, and actions taken, entirely in Texas. Because of the unlikelihood that this will be true of the majority of on-line gambling cases, it is
possible Morales' analysis is purely theoretical.
Morales concludes that the questioned activity would, under most
circumstances, violate state and federal laws. 57 Under state law, Texas
154. Id. at 2.
155. Chair of the Financial Institution Committee of the Texas House of Representatives.
156. Op. Tex. Att'y Gen. No. DM-344 at 1 (May 2, 1995). Representative Marchant qualifies his question as follows:
For the purpose of this request, "bet" and "private place" have the meanings assigned
[to] those terms by Section 47.01, Penal Code, and the term "bulletin board service"
means an on-line computer service that allows a person to use the person's personal
computer and modem to connect to the service and that offers the person the ability to
play card games with other users of the service. In addition, any actions taken by any
party in this request are presumed to be taken entirely in Texas by Texas residents.

Id. (emphasis added).
157. The summary section of the opinion reads as follows:
Where two or more persons, each using a separate personal computer and modem or
other data transmission device in a private place, play a card game with each other and
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Penal Code § 47.02(a)(3) provides that "[a] person commits an offense if
he... plays and bets 5 ' for money or other thing of value at any game
played with cards, dice, balls, or any other gambling device."' 1 9 Texas
Penal Code § 47.02(b)'s defenses, listed above in reference to Opinion
No. LO-90-88, are also applicable to the conduct in Texas Penal Code

§ 47-02(a)(3).
Morales examines whether the aforementioned conduct would be
considered as occurring in a "private place." Based on case law defining
a private place, according to more traditional venues, 60 Morales concludes that if, "the public generally, or a significant amount of others, a61

had access to the games, such access would, we believe,' defeat
a claim
62
that the actors 'engaged in gambling in a private place. "1
It is possible the "private place" exception was intended to prevent
urban decay; the degeneration of the physieal community. 63 If this is
bet on the outcome of the card game, the activities would be illegal under the gambling
provisions set out in chapter 47 of the Penal Code unless there was no "public" access
to the games, no one benefited other than by personal winnings, and the risk of winning
or losing was the same for all participants. A third party's operation of a bulletin board
service, by means of which he knowingly assisted persons in playing and betting on card
games located on that bulletin board service and charged for the services used by the
persons playing the game, would violate one or more of the penal provisions of chapter
47, Penal Code.
Id. at 6. Under this analysis, internet casinos and other gambling establishments would
[clearly] be illegal.
158. "Bet" is defined as "an agreement to win or lose something of value solely or partially by chance." TEx. PENAL CODE ANN. § 47.01(1) (West 1994).
159. "Gambling device" has recently been amended to define the term as,
any electronic, electromechanical, or mechanical contrivance not excluded [by certain
exceptions for amusement purposes] that for a consideration affords the player an opportunity to obtain anything of value, the award of which is determined solely or partially by chance, even though accompanied by some skill, whether or not the prize is
automatically paid by the contrivance.
TEx. PENAL CODE ANN. § 47.01(4) (West Supp. 1996). Since a computer is neither cards, dice,
nor balls, in order for this statute to be applicable, it would have to be classified as a gambling
device under the above definition.
160. See Op. Tex. Att'y Gen. No. DM-344 at 2 (May 2, 1995).
161. Morales' explains that the defense would not be available if access was gained by
extending invitations or "if the public had access [by]... simply... [knowing] the proper
'telephone number ... "' Id.
162. Id. But see Grant v. State, 27 S.W. 127 (Tex. Crim App. 1894) (holding that whether a
place is public is a question of fact, and that where the rooms of a commercial club, to which,
in the absence of the discussion of a question in the public interest, only the club members and
invited visitors are admitted, are not public places.)
163. Of course, there are other rationales for anti-gambling laws. Gambling is said to
effect social costs in forms other than mere "eyesores," including crime, personal problems,
and business cannibalization. See, e.g., 142 CONG. REc. H16, 84 (daily ed. March 5, 1996)
(statement of Rep. Roukema). Certain localities' communities have degenerated upon the
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true, and we also treat Cyberspace as a distinct community, there is no
justification to halt gambling activity in Cyberspace. 64 However, it is
likely that discussions of whether a Cyberspace forum is a "private
place" are rendered moot, because all on-line gambling operations
would likely violate both provisions tWO165 and three 166 of the applicable
defenses.

Morales also states that in the event the Texas Penal Code § 47.02(b)
defense is inapplicable, the conduct might be prosecuted under other
Texas statutes as well, such as Texas Penal Code §§ 47.03-47.06.167 As
with Texas Penal Code § 47.02, use of these other statutes is an attempt
to fit on-line gambling conduct into a traditional mold of which it does
not quite fit. For example, if a "gambling place" is in Cyberspace, it
seems unconvincing, assuming we accept Cyberspace to be its own
legalization of gambling. See Robert Metz, Gambling Can Take Toll on City, HOUSTON
CHRON, Feb. 10, 1995, at 1 (Atlantic City, N.J.); Jack Anderson, Casino Gambling Has
Changed Face of South Dakota Town, ST. J.-REG., Oct. 6,1994, at 6 (Deadwood, S.D.). But see
142 CONG. REc. H16, 83 (daily ed. March 5, 1996) (statement of Rep. Lobiondo) (social benefits of legalized gambling in Atlantic City, N.J.). A study would be required to determine
which, if any, of gambling's negative effects would be inapplicable to on-line gambling. As
discussed in Part 11(a) of this Article, such a study is presently underway.
164. This conclusion logically follows from these premises only if the cyberspacial community is not in need of the protections afforded a physical community. Because a cyberspacial
community is electronic in nature, and its scenery is not comprised of physical matter, the
conclusion would seem to be a fair assumption. In a cyberspacial community, eyesores can be
avoided simply by eliminating one's links with problematic sites. Furthermore, there is no
overflow of such activity from one site to a neighboring site, partly because sites are not truly
"neighboring," but are entirely distinct, even if run from the same server. Any damage to a
community would have to be examined with reference to individuals affected, and not the
attributes of the "physical" community.
165. The opinion notes that "if there is a charge attributable to the transmissions by which
the players communicate [as is in bet brokering services such as WagerNet], it would appear
that other persons would receive an economic benefit from the games, thus defeating the
second element of the defense." Op. Tex. Att'y Gen. No. DM-344 at 2 (May 2, 1995).
166. The risks of winning and losing are not the same in internet casinos. Joshua Quittner,
Betting on Virtual Vegas: To Get Around U.S. Laws, the First Online CasinosAre Setting Up
Their Card Tables Offshore, TIME, June 12, 1995, at 63 ("At the CaribbeanCasino... the odds
are 70 to 30 in favor of the house.... [As the casino's proprietor gloats,] 'you are absolutely
guaranteed to lose your money most of the time."')
167. "Gambling Promotion," "Keeping a Gambling Place," "Communicating Gambling
Information," and "Possession of Gambling Device, Equipment, or Paraphernalia," respectively. See Op. Tex. Att'y Gen. No. DM-344 at 5 (May 2, 1995). As the opinion notes, prosecution of the same conduct under more than one statute might violate the prohibition against
double jeopardy. For the proposition that multiple prosecution allegations would be unconstitutionally vague, Morales' cites Adley v. State, 718 S.W.2d 682 (Tex. Crim. App. 1985), cert
denied, 479 U.S. 815 (1986). For the proposition that multiple prosecutions may be upheld,
Morales cites Rush v. State, 576 S.W.2d 628 (Tex. Crim. App. 1978). Morales notes that which
statutes would apply depends on the facts of the particular case. Op. Tex. Att'y Gen. No. DM344 at 3 (May 2, 1995).
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venue, to classify that gambling place as being located within Texas.' 68
Morales refuses to recognize the dichotomy between the use of com69
puters to place bets on-line and mere traditional telephone gambling.
It should also be noted that the opinion refers to mere modem and bulletin board system bet making, not Internet gambling. With Internet gambling, the cyberspacial debate would be even more pronounced. Morales
concludes that the main hurdle to prosecution, under these facts, would
be proving the requisite knowledge or intent. 7 ° As discussed in Part II,

knowledge presents an even greater burden in the case of Internet based
activities.
Not surprisingly, Morales mentions Texas Penal Code §47.05, Communicating Gambling Information, the apparent state equivalent of the
federal Transmission of Wagering Information statute. 171 This statute
makes it an offense, "with the intent to further gambling," to knowingly

communicate "information as to bets" or to "maintain[ ] equipment for
the transmission or receipt of such information....

168. Morales comes to the conclusion that such activity occurs at a "gambling place" as
defined, in Texas Penal Code § 47.01(3) as "any real estate, building, room... vehicle, or other
property whatsoever, one of the uses of which is the making or settling of bets ... ." Texas
Penal Code § 47.04 categorizes as an offense conduct in which one knowingly or intentionally
"operates or participates in the earnings of a gambling place[,J" and Texas Penal Code § 47.04
criminalizes conduct where one "knowingly uses or permits another to use as a gambling
place.... property.. owned by him or under his control." The same defenses apply which are
applicable under Texas Penal Code § 47.02. Op. Tex. Att'y Gen. No. DM-344 at 4 (May 2,
1995).
169. Morales cites State v. Taylor, 805 S.W.2d 440 (Tex. Crim. App. 1991) for the proposition that "a place used for the 'telephonic receiving of bets' was a 'gambling place."' Although
he "see[s] no distinction here albeit the transmission devices may also include computers and
modem or other means of transmission than just telephone lines[,]" in view of the previous
discussion of cyberspace, this view seems to require tunnel vision. Op. Tex. Att'y Gen. No.
DM-344 at 4 (May 2, 1995). See Bauwens, supra note 19 (discussing the distinction between
cyberspace and mediaspace); see also discussion supra note 77. Morales analyzes this from the
point of view that the activities may still occur in a gambling place even though players are not
present. Op. Tex. Att'y Gen. No. DM-344 at 4 (May 2, 1995). A more realistic approach would
be that the players are, in fact, present, but that the place they are present in is not necessarily
within Texas.
170. Op. Tex. Att'y Gen. No. DM-344 at 4 (May 2, 1995).
171. Id.
172. Id. Morales also notes a service operator might be guilty of violation of Texas Penal
Code §47.06(c), which makes it an offense "with the intent to further gambling" to "knowingly
own... or possess gambling paraphernalia[,]" which is defined as "any... apparatus by means
of which bets... may be recorded or registered" or "any record, ticket, certificate, bill, slip,...
or other means of carrying on bookmaking, wagering pools,... policy, or similar games." TEx.
PENAL CODE ANN. § 47.01(6) (West 1994). The same defenses, applicable to Texas Penal
Code § 47.04, once again apply.
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Morales also discusses federal law violations. 173 Morales notes that
the transmission, even though entirely in Texas, might be "in interstate
commerce" as required by 18 U.S.C. § 1084.174 Morales also acknowledges, in order for Transmission of Wagering Information to apply, the
defendant must be "engaged in the business of betting or wagering ....
,175 Morales claims that, under proper circumstances, 176 the activities may violate 18 U.S.C. § 1955,77in which interstate activity is not a
necessary element of the offense.'
173. Morales cites 18 U.S.C. §§ 1084, 1955. Op. Tex. Att'y Gen. No. DM-344 at 3 & n.2, 5
(May 2, 1995).
174. Id. at 3, 5 (May 2, 1995). Morales cites United States v. Yaqu~nta, 204 F. Supp. 276
(N.D. W. Va. 1962) for the proposition that "where part of telephone facilities used for call
between points in state were located in another state, transmission was in interstate commerce
for purposes of section 1084." Op. Tex. Att'y Gen. No. DM-344 at 3 (May 2, 1995). It should
be noted that this might conflict with Morales' implication that a gambling place in cyberspace
is entirely within Texas.
175. Op. Tex. Att'y Gen. No. DM-344 at 3,5 (May 2, 1995). Morales admits that 18 U.S.C.
§ 1084 does not apply to mere "social betting," but says that "a person may be in the business'
under the statute even if only 'in business' on his own behalf and even if gambling is not his
exclusive business[,]" Id. at 3 (citing United States v. Scavo, 593 F.2d 837 (8th Cir. 1979);
United States v. Baborian, 528 F. Supp. 324 (D.R.I. 1981)).

176. "If the activities rise to the level of a 'gambling business' involving five or more
persons. . .

."

Op. Tex. Att'y Gen. No. DM-344 at 3 n.2 (May 2, 1995).

177. Op. Tex. Att'y Gen. No. DM-344 at 3 n.2, 5 (May 2, 1995). For the proposition that
such conduct may be prosecuted even in the absence of interstate activity, Morales cites
United States v. Meese, 479 F.2d 41 (8th Cir. 1973). Op. Tex. Att'y Gen. No. DM-344 at 5 (May
2,1995). In Meese, the Eighth Circuit Court of Appeals held that 18 U.S.C. § 1955 was constitutional, under the Commerce Clause, even in the absence of conduct in the individual case of
an interstate character. Meese, 479 F.2d at 42-43. In recent years, however, a "new federalism"
has dictated scrutinizing whether constitutional authority exists for the enforcement of federal
statutes. See United States v. Lopez, 517 U.S. -, 115 S.Ct. 1624 (1995); Steven G. Calabresi,
"A Government of Limited and EnumeratedPowers": In Defense of United States v. Lopez, 94

MiCH. L. REv. 752, 752 (1995) ("The Supreme Court's recent decision in United States v.
Lopez marks a revolutionary and long overdue revival of the doctrine that the federal government is one of limited and enumerated powers." (footnote omitted)). In light of the Supreme
Court's change in heart in Lopez, it is conceivable that such a law, lacking a requirement of an
effect on interstate commerce, might not pass constitutional muster. See Lopez, 115 S.Ct. at
1631 (suggesting a jurisdictional element to ensure prohibited conduct, on a case-by-case basis, affects interstate commerce); Gregory W. O'Reilly & Robert Drizin, United States v. Lopez: Reinvigoratingthe FederalBalanceBy Maintainingthe States' Role as the "Immediate and
Visible Guardians"of Security, 22 J. LEGIS. 1, 12 (1996) ("Many commentators have warned

that Lopez is the first step in a broad revision of Commerce Clause Jurisprudence ....) On
the other hand, in Lopez, Congress made no finding as to the effect of such conduct on interstate commerce. Lopez, 115 S.Ct. at 1631-32. In the case of 18 U.S.C. § 1955, Congress found
"that illegal gambling involves widespread use of, and has an effect upon, interstate commerce
and the facilities thereof." Pub. L. No. 91-452, § 801, 84 Stat. 922, 936 (1970). This finding,
announced in the Organized Crime Control Act of 1970, was accompanied by many hearings
on the interstate effect of organized crime in general, see Pub. L. No. 91-452, 84 Stat. 922, 92223 (1970), including testimony by representatives of the Chamber of Commerce, see Hearings
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Both Texas Attorney General opinions are based on facts dissimilar

to realistic on-line gambling activity. The situations presented are unlikely scenarios to occur in on-line gambling. As such, the opinions are
not applicable to a true on-line gambling situation. In addition, the theory of prosecution underlying the opinions seems to fall victim to the
lack of applicable laws currently in existence. The Attorneys General
must try to make this novel conduct fit within outdated laws. When these
laws were passed, on-line gambling likely was not even within the legisla-

ture's imagination. Neither Texas's Attorneys' General Opinion seems
to adequately approach on-line gambling.
178
2. Florida Attorney General Opinion

The first half of Florida Attorney General Robert A. Butterworth's
formal opinion is dedicated to answering Florida State Representative
Steven A. Geller's question: "Is a Florida resident prohibited from gambling on the Internet or using a telephone to place bets outside of the

state?" This question is more on point than Texas Representative
Marchant's, and Butterworth answers more realistically than Texas Attorney General Morales. 79
on S. 30 Before the SubComm. No. 5 of the House of Representatives Committee on the Judiciary, 91st Cong., 2d Sess. 405 (1970) (statement of Donald F. Taylor, Member, Board of Directors, and Chairman, Advisory Panel on Crime Prevention and Control, Chamber of
Commerce of the United States; accompanied by Aaron M. Kohn, Member of the Panel; and
Wayne Hopkins, Senior Associate, Chamber of Commerce of the United States). The legislative history of the finding that illegal gambling, in particular, affects interstate commerce
seems particularly devoid of support. According to Congress, illegal gambling and organized
crime are intertwined:
Gambling is the lifeblood of organized crime. If we can constrict that lifeblood, we will
be able to constrict organized crime itself.... If we can remove the syndicated gambler
from circulation, we will have at the same time eliminated the extortioner, the corrupter, the robber, and the murderer- the gangster himself.
S. REP. No. 617116, 91st Cong., 1st Sess. (1969), reprinted in 116 CoNG. REc. 39, 906, 907.
However, even only on the basis of this finding, courts could uphold 18 U.S.C. § 1955 as
constitutional. See Jay M. Cohen & David J. Fried, United States v. Lopez and the Federalization of Criminal Law, 29-Dec. PROSECtrOR 23, 26 (1995).
Morales also notes that under applicable caselaw, the defendants themselves need not
have placed bets, but merely "assisted" in the placing of bets. Op. Tex. Att'y Gen. No. DM344 at 5 (May 2, 1995).
178. Op. Fla. Att'y Gen. No. 95-70 (Oct. 18, 1995).
179. Butterworth concludes, in summary, as follows:
Federal law currently prohibits an individual engaged in the business of betting or wagering from using wire communications for the transmission of information that assists
in the placing of bets or wagers, while Florida law prohibits an individual within this
state from placing a bet or wager. However, evolving technology appears to be far
outstripping the ability of government to regulate gambling activities on the Internet
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At the outset, Butterworth cites both state' 8 0 and federal"" law. Butterworth refuses to implicitly acknowledge Cyberspace as an independent legal regime. He also notes that the defense contained within the
federal statute' 82 does not apply to bettors within Florida. 8 3 Butterworth concludes by classifying offenses under the following dichotomy: federal law would apply to a bookmaker transmitting wagering
information into Florida, and state law would apply to a Floridian placing a bet within Florida.' s4
However, with regard to prosecution, Butterworth changes his course
to one of practicality. Butterworth provides a summary describing the
Internet, the World Wide Web, their advantages, Internet gambling activities, and Internet regulation." 5 He then reaches the following
conclusion:
and of law enforcement to enforce such regulations. Thus, resolution of these matters
must be addressed at the national, if not international,level.
Id. at 1 (emphasis added).
180. Butterworth cites Florida Statutes ch. 849.08 (1995), prohibiting games of chance,
Florida Constitution Art. X, §§ 7, 15 and Florida Statutes ch. 849.09 (1995), prohibiting other
than state-run lotteries, and Florida Statutes ch. 849.19, which provides in pertinent part:
Whoever stakes, bets or wagers any money or other thing of value upon the result of
any trial or contest of skill, speed or power or endurance of man or beast... whoever
knowingly becomes the custodian or depositary of any money or other thing of value so
staked, bet, or wagered upon any such result.., shall be guilty of a misdemeanor of the
second degree...
Id. at 6 n.1.
181. Butterworth quotes 18 U.S.C. § 1084(a). Id. at 2.
182. 18 U.S.C. §1084(b) provides that it is a defense to prosecution if the transmission
occurs from a place where the activity is legal to a place where it is also legal. Id. at 2.
183. Though Butterworth does note that "[i]n order for a violation of this federal provision to occur, the transmitted information must have assisted in the placement of bets or
wagers and the individual charged must have been in the business of wagering or betting at the
time of the offense." Op. Fla. Att'y Gen. No. 95-70 at 2 (Oct. 18, 1995). (emphasis added). For
this proposition, Butterworth cites Truchinski v. United States, 393 F.2d 627 (8th Cir. 1968),
cert. denied, 393 U.S. 831 (1968); United States v. Alpirn, 307 F. Supp. 452 (S.D.N.Y. 1969); and
Cohen v. United States, 378 F.2d 751 (9th Cir. 1967), cert. denied, 389 U.S. 897 (1967) (cited

standing for the proposition that the "federal act [is] not intended to be applicable to isolated
acts of individuals not engaged in the business of wagering since its purpose is to curb the
activities of the professional gamblers"). Op. Fla. Att'y Gen. No. 95-70 at 6 n.3 (Oct. 18, 1995).
184. Op. Fla. Att'y Gen. No. 95-70 at 2 (Oct. 18, 1995).
185. The summary is as follows:
Rapid changes in technology, however, appear to be outstripping both the law and law
enforcement's ability to effectively regulate this activity. Due to the changes in technology and the increasing accessibility of the Internet to private individuals via personal
computers, it is now possible to use a personal computer to gamble or place bets
around the globe.
The Internet is an unregulated world-wide network of computer systems, connected
by high-speed wire communications and sharing a common protocol that enables them
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Despite the prohibitions against gambling provided by federal
and state law, at present the structure and operations of the In-

ternet pose an extraordinary challenge. In fact, determining the
actual number of Internet users has proven to be "a daunting
challenge given the amorphous nature of cyberspace, with its lack
of borders and its culture of anonymity." Although some World
Wide Web destination host computers have the capability to record the Internet "address" of users who connect to the site, the
ability to retrieve and interpret this data is extremely limited, es-

pecially where the host computer is located in a foreign jurisdiction. The technology is such that there may not be a traceable
trail; it may therefore be impossible to detect all the wire communication relays that were used to transmit the information.

to communicate with one another. Originally conceived to serve government and educational purposes, the Internet has burgeoned in the last few years as more and more
private citizens have obtained access through public employers and commercial service
providers. Popularity of the Internet has grown dramatically with the advent of socalled "web browser" programs designed to allow users to more easily navigate the
Internet and its graphical component, the World Wide Web. These programs offer users
the opportunity to view pictures and hear sounds from around the world, and to move
from one location to another simply by highlighting and selecting the destination they
wish to visit.
The potential benefits of the Internet and World Wide Web are profound, particularly in the areas of education, commerce, and public access to government records.
However, the explosion of Internet usage also carries certain risks, including the means
for Floridians to gamble or place bets at "virtual casinos" located in other jurisdictions
and accessible only via the Internet. For example, one company located on the Caribbean island of Antigua offers full-service sports betting via an individual's personal
computer or telephone; an individual sends the company a deposit and then may place
a bet on sporting events by contacting the company by telephone or through the World
Wide Web.
Regulation of Internet activity presents an enormous problem. The Internet since
inception has been a self-policing operation, but this approach has been severely tested
as the Internet has grown to its current size, which is estimated at between 20 and 30
million users, and the unbridled proliferation of subjects available on-line. As Internet
technology continues to evolve, the number of users increases exponentially, making it
extraordinarily difficult to adopt and implement durable and effective enforcement
mechanisms. Without question, technology has jumped ahead of the law and law
enforcement.
For example, complex techniques for scrambling or "encrypting" information without providing law enforcement court-authorized access to electronic keys to unlock
such information presents a potentially insurmountable obstacle to detection of unlawful activities on the Internet. This rapidly developing encryption technology has surpassed the technology readily available for detection by law enforcement. The federal
government continues to struggle, as it has for more than two years, to develop a system guaranteeing law enforcement access to encrypted information with proper court
authorization.
Id. at 2-3 (footnotes omitted).
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The Internet is the first truly global communications network,
utilizing both interstate and international wire communications to
link users around the world. Therefore, any effort to regulate use
of the Internet is better suited to federal regulation than to patchwork attention by the individual states. Evolving technology appears to be far outstripping the ability of government to regulate
gambling activities on the Internet and of law enforcement to enforce such regulations. Thus, resolution of these matters must be

addressed at the national, if not international, level.'86

Butterworth's conclusion is well-reasoned. Although Butterworth

does not go so far as to state that Cyberspacial activity should not fall
within the purview of current law, he does raise the important point that
the Internet is a new medium, and regulators should treat it as such, by
fully examining regulatory strategies. As Butterworth aptly points out,
Cyberspace has unique attributes, such as its "amorphous nature",187
and thus cyberspacial regulation should be achieved from a national, and
ideally an international, approach.
3. Minnesota Attorney General Memorandum' 88
The Minnesota Attorney's General Office, led by self-styled Internet
crime crusader Hubert H. Humphrey III,"89 released a legal memorandum entitled "Warning to All Internet Users and Providers," and posted

the "Warning" on the Office's World Wide Web home page. 190 The
186. Id. at 3-4 (footnote omitted).
187. Id. at 4 (quoting Steve Lohr, Who Uses Internet?5.8 Million Are Said to Be Linked in
U.S., N.Y. TIMES, Sept. 27, 1995, at D5).
188. Memorandum from Minn. Att'y Gen., Warning to All Internet Users and Providers,

<http://vvw.state.mn.us/ebranch/aglmemo.txt> [hereinafter Minn. Att'y Gen. Mem.].
189. Humphrey's own press release claims:
Humphrey has emerged as a national leader in focusing on crime and fraud in cyberspace. Last month, the National Association of Attorneys General approved a
Humphrey-sponsored resolution which calls for the establishment of a working group
of attorneys general to develop enforcement criteria and other strategies to combat
illegal activities on-line.
Press Release from Minn. Att'y Gen., Minnesota A.G. Files Legal Action Against Individuals
Involved in Computer On-line Scams, <http://www.state.mn.us/ebranchlaglpress.txt>, at 2
(July 18, 1995) [hereinafter Minn. Att'y Gen. Press Release].

190. The Minnesota Attorney General's home page can be found on the World Wide Web
at <http:l/vww.state.mn.uslebranchlag>. Also posted on this website is the Complaint and
Summons for State of Minnesota v. Granite Gate Resorts, discussed in the next section of this
Article, and a Minnesota Attorney General's Office press release. The press release stated
Humphrey's office "'surfed' the Internet and the on-line services and were surprised by what
they found." Minn. Att'y Gen. Press Release, supra note 189, at 1. The release goes on to say
that State v. Granite Gate Resorts and five other lawsuits involving on-line crime, also posted
at the site, "represent just the tip of the iceberg." Id. Humphrey says criminals are particularly
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memorandum, which "set forth the enforcement position of the Minnesota Attorney General's Office with respect to certain illegal activities

on the Internet[,]"'' purports that "[p]ersons outside of Minnesota who
transmit information via the Internet knowing that information will be
disseminated in Minnesota are subject to jurisdiction in Minnesota
courts for violations of state criminal and civil laws."' 192
Relying on Minnesota's general criminal jurisdiction statute, 93 and
supporting case law,

94

the memorandum concludes that activities on the

Internet may be criminally or civilly prosecuted. 95
The memorandum then specifically examines on-line gambling as an
example of illegal activity on the Internet. The memorandum notes:

Gambling appears to be an especially prominent aspect of criminal activity on the Internet. There are a number of services
outside of Minnesota that offer Minnesota residents the opportu-

nity to place bets on sporting events, purchase lottery tickets, and
attracted to cyberspacial fraud because they have the ability be anonymous and prevent themselves from being traced. Id. at 2.
191. Minn. Att'y Gen. Mem., supra note 188, at 1.
192. Id.
193. Minnesota Statutes § 609.024 (1994) states:
A person may be convicted and sentenced under the law of this State if the person:
(1) Commits an offense in whole or in part within this state; or
(2) Being without the state, causes, aids or abets another to commit a crime within
the state; or
(3) Being without the state, intentionally causes a result within the state prohibited
by the criminal laws of this state.
It is not a defense that the defendant's conduct is also a criminal offense under the
laws of another state or of the United States or of another country.
See id.
194. In support of the proposition that internet gambling may be criminally prosecuted,
the memorandum cites State v. Rossbach, 288 N.W.2d 714, 715-16 (Minn. 1980), in which the
Minnesota Supreme Court affirmed a conviction where a defendant, standing inside the border of an Indian reservation, fired a rifle across the boundary line at a person within Minnesota, on the basis that the intentional impact within Minnesota created jurisdiction.
Furthermore, in State v. Brown, 486 N.W.2d 816,817-18 (Minn. Ct. App. 1992), the Minnesota
Court of Appeals "implicitly found that Minnesota courts had criminal jurisdiction over individuals in Iowa who mailed unlicensed gambling equipment to Minnesota residents." Id.
In support of the proposition that internet gambling may be civilly prosecuted, the memorandum cites State v. Red Lake DFL Committee, 303 N.W.2d 54,56 (Minn. 1981), in which the
Minnesota Supreme Court held that an Indian tribe's committee, in purchasing political advertising space in a newspaper circulated in Minnesota, was subject to the jurisdiction of Minnesota state courts and thus required to register under state ethical practices law, on the basis
that the committee "caused... the dissemination of a political message,... the activity sought
to be regulated" to occur within the state of Minnesota. Id. at 1-2.
195. "Individuals and organizations outside of Minnesota who disseminate information in
Minnesota via the Internet and thereby cause a result to occur in Minnesota are subject to
state and criminal laws." Id. at 2.
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simulated casino games. These services are illegal in
participate in
1 96
Minnesota.

Eligible for prosecution, according to the Memorandum, are not
merely gambling operators,'1 97 but also end-users, 1 98 and even Internet

access providers and credit card companies, if knowledgeable of the
gambling activity.' 99
The memorandum also briefly discussed federal law violations." 0
The memorandum summarily concludes that all Internet gambling organizations appear to violate 10 U.S.C. § 1084,201 and operations involving
lotteries violate 18 U.S.C. §§ 1301,202 1302,203 and 1304.204
196. Id.
197. Cited are laws concerning conducting a lottery, Minnesota Statutes § 609.76 (1994);
selling or transferring a chance to participate in a lottery, Minnesota Statutes § 609.755(2)
(1994); disseminating information in Minnesota about a lottery other than that conducted by
an adjoining state, with the intent to encourage participation therein, Minnesota Statutes
§ 609.755(3) (1994), including acting in furtherance of a lottery conducted outside Minnesota,
notwithstanding its validity where conducted, Minnesota Statutes § 609.75(1)(c) (1994); engaging in sports bookmaking, Minnesota Statutes §§ 609.76(2), 609.02(2) (1994); and intentionally receiving, recording, or forwarding bets or offers to bet in lesser amounts, Minnesota
Statutes § 609.76(1)(7) (1994). A lottery is defined as, "a plan which provides for the distribution of money, property or other reward or benefit to persons selected by chance from among
participants some or all of whom have given consideration for the chance of being selected."
Minnesota Statutes § 609.75(1)(a) (1994). "Sports bookmaking" is defined as, "the activity of
intentionally receiving, recording or forwarding within any 30-day period more than five bets,
or offers to bet, that total more than $2,500 on any one or more sporting events." Minnesota
Statutes § 609.75(7) (1994). See id. at 2-4.
198. The memorandum concludes:
Minnesota residents should be aware that it is unlawful to make a bet through Internet
gambling organizations. Minnesota law makes it a misdemeanor to place a bet unless
done pursuant to an exempted, state-regulated activity, such as licensed charitable
gambling or the state lottery. Minnesota Statute Sections 609.75, Subdivisions 2 - 3;
609.755(1) (1994). The Internet gambling organizations are not exempted. Therefore,
any person in Minnesota who places a bet through one of these organizations is committing a crime.
Id. at 4. The memorandum goes on to say that Minnesota residents who participate in on-line
gambling are subject to forfeit their computer equipment as gambling device, under Minnesota Statutes § 609.762(1). Id. at 5.
199. The memorandum finds the requirement for liability of Internet access providers and
credit card companies, which continue to provide service in furtherance of Internet gambling,
after they have notice of the activity in Minnesota's accomplice liability statute, Minnesota
Statute § 609.05(1) (1994). The statute provides that "one who intentionally aids, advises,
counsels, or conspires with another to commit a crime is equally liable for that crime." See id.
at 3. It would appear then, under this analysis, common carriers, as well as a host of other
groups, even those who designed the operators' software programs, are also equally eligible
for prosecution.
200. Id. at 4.
201. See Part III of this Article.
202. Entitled "Importing or transporting lottery tickets."
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It would appear that the Minnesota Attorney General memorandum
stretches existing law to its outer limits in a brazen attempt to prosecute
those involved with on-line gambling activities. The memorandum compares operating an Internet gambling site with firing a rifle across state
borders,20 5 mailing lottery tickets, 2 6 and broadcasting lottery information. 2 ° 7 This view constitutes an extremely radical way of viewing the
operation of a bulletin board or web site. It refuses to recognize any
cyberspacial independence, and its approach does not seem realistic or
practical. It would be difficult to square this approach with laws external
to Minnesota.
B.

State v. Granite Gate Resorts, Inc.20s

Complimenting the "warning" memorandum is the seminal lawsuit
concerning on-line gambling.
The case involves WagerNet, a sports bookmaking service on the
World Wide Web.2 °9 WagerNet is to provide a bet brokering service,
203. Entitled "Mailing lottery tickets or related matter." As this statute specifically requires that such matter be "knowingly deposit[ed] in the mail, or sen[t] or deliver[ed] by
mail[,]" unless the Minnesota Attorney General intends to prove that "mailbox" is a synonym
for "phone," their citation to this statute is no more then an empty threat. See 18 U.S.C.
§ 1302 (1994). Neither should use of the term "electronic mail" or an explanation of a network
as being of similar construction to a postal system, such as in Part II of this Article, be used to
equate a computer network with its postal counterpart. Allowing prosecutors to classify such
network as both mail and a phone system would be to allow prosecution to "have their cake
and eat it, too." These two methods of information delivery are facially distinct, and classifications in either the "mail" or "phone" category logically should be mutually exclusive.
204. Entitled "Broadcasting lottery information." Even on its face, broadcasting would
seem to cast such activity in a ridiculously broad category. When the text of the statute is read,
however, it becomes clear why the Minnesota Attorney General only summarily approached
the applicability of this statute. The statute requires broadcasting "by means of any radio or
television station." 18 U.S.C. § 1304 (1994). On par with the discussion of 18 U.S.C. § 1302,
supra note 171, until the television and computer industries merge, 18 U.S.C. § 1304 would
require quite a vivid imagination in order to be applicable.
205. See supra note 194.
206. See supra note 203 and accompanying text.
207. See supra note 204 and accompanying text.
208. No. C6-95-7227 (Minn. Dist. Ct. 2d Jud. Dist. filed July 18, 1995).
209. Wagernet, although not yet open for sports bookmaking, can be reached on the Internet at <http://www.vegas.comlwagernet/waghome.html>. As of now, the site merely offers a
"sports handicapping service," in which patrons may purchase sports betting information. The
sports bookmaking service is, however, presently advertised at the site. Wagernet is alleged to
be operated by defendants Granite Gate Resorts, Inc., dlb/a "On Ramp Internet Computer
Services," a Nevada Corporation, and Kerry Rogers, Granite Gate Resorts' chief executive
officer and president. Complaint
3-4, 11, Granite Gate Resorts, Inc., <http://
www.state.nm.us/ebranch/aglggcom.txt>. Minnesota Attorney General Hubert H. Humphrey
III, with the assistance of Assistant Attorney General Jon C. Audette, filed the complaint.
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matching bets with opposing bettors, for a flat two-point-five percent of
the bet commission.210 Article eight of Wagernet's "terms and conditions" includes the following disclaimer:
18 U.S. Code 1084 provides criminal penalties for one 'engaged in
the business of betting or wagering' who 'knowingly uses a wire
communication facility for the transmission in interstate or foreign commerce of bets or wagers.' By accepting this agreement,
you personally warrant that you are using the Wagernet system
for your own personal use and not 'engaged in the business of
betting or wagering.' 21 '
This "consumer protection [civil] lawsuit for declaratory and injunctive relief, restitution, civil penalties, costs and reasonable attorney
fees '212 alleges one count of deceptive trade practices, 21 3 one count of
210. See Wagernet's terms and conditions, <http://www.vegas.com/wagernet/terms.html>;
Complaint
8, 15, 17, 18, Granite Gate Resorts, Inc., <http://www.state.mn.us/ebranch/agt
ggcom.txt>.
211. <http://www.vegas.com/wagernet/terms.html>; see Complaint 19, Granite Gate Resorts, Inc., <http://www.state.mn.us/ebranch/ag/ggcom.txt>. Wagernet does not explain how
this consumer warranty would extricate such conduct from the statute's purview; in addition,
with the exception of a conclusory note mentioning that this disclaimer "creates the false,
deceptive and misleading impression that any transaction is legal if the consumer simply warrants that the betting is personal in nature, when this is not the case[,]" neither does the
Minnesota Attorney General address quite what to make of the disclaimer. See Complaint 2,
Granite Gate Resorts, Inc., <http://www.state.mn.uslebranchlaglggcom.txt>.
212. Complaint at 1, Granite Gate Resorts, Inc., <http://www.state.nm.us/ebranch/ag
ggcom.txt>. Specifically, the State of Minnesota asks the court to award a judgment:
I. Declaring that defendants' acts and practices described in this complaint constitute
multiple, separate violations of... deceptive trade practices;... false advertising; and...
consumer fraud ....
II. Enjoining defendants.., as follows:
A. Prohibiting defendants from engaging in the practices alleged in this complaint
and from violating the above identified consumer statutes.
B. Prohibiting defendants from advertising or selling the sports handicapping service known as "All Star Sports, Inc." or the service offered by "Wagernet" in
Minnesota.
III. Awarding judgment against each defendant.., for civil penalties in the amount of
$25,000.00 for violations of the consumer statutes identified in this complaint.
IV. Awarding judgment against each defendant.., for restitution in an amount sufficient to provide a full refund by defendants, to each Minnesota person who paid any
money to any defendant for purchase of the sports handicapping service known as "All
Star Sports, Inc." of the full amount of such payments, plus interest at the judgment
rate of interest provided by law.
V. Awarding plaintiff its costs, including costs of investigation and reasonable attorneys
fees, as authorized by [Minnesota Statute].
VI. Granting such further relief as the court deems appropriate and just.
Complaint at 7-8, Granite Gate Resorts, Inc., <http://www.state.mn.us/ebranch/aglggcom.txt>.
213. In violation of Minnesota Statutes § 325D.44 (1994).
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false advertising,." 4 and one count of consumer fraud,21 5 based on defendants' representations that gambling through their service is legal.216
Because the operation is not yet accepting bets, the Attorney General
was required to bring suit in this roundabout fashion. 17
The prosecutor alleged personal and subject matter jurisdiction over
the defendants and this matter pursuant to Minnesota Statutes
§§ 8.31(3),218 325F.67,119 and 325F.70 (1994),220 and proper venue ac214. In violation of Minnesota Statutes § 325F.67 (1994).
215. In violation of Minnesota Statutes § 325F.69(1) (1994).
216. In addition to the above disclaimer, which the State of Minnesota claims "creates the
false, deceptive and misleading impression that any transaction is legal if the consumer simply
warrants that the betting is personal in nature, when this is not the case[,]" Complaint 21,
Granite Gate Resorts, Inc., <http://wwwv.state.mn.uslebranchlaglggcom.txt>, Wagernet has advertised it "will provide sports fans with a legal way to bet on sporting events from anywhere
in the world[,I" Complaint $ 17(a), Granite Gate Resorts, Inc., <http://wwv.state.mn.usl
ebranch/ag/ggcom.txt>; see Wagernet's home page, <http://wwv.vegas.com/wagernet/
waghome.html>. Wagernet's principal officer, co-defendant Kerry Rogers, allegedly stated his
service was "absolutely" legal and would not violate any federal laws. Complaint 16, Granite
Gate Resorts, Inc., <http:llwww.state.mn.us/ebranchlagggcom.txt>. As such,
In advertising and offering these services to the public, defendants have explicitly misrepresented that these services are lawful, and have failed to disclose the material fact
that the handicapping service and bookmaking service are not legal. In addition, by
advertising and offering these services to the public, defendants have implicitly represented to the public that these services are legal, when in fact they are not.
Complaint 21, Granite Gate Resorts, Inc., <http://www.state.mn.uslebranchlagggcom.txt>. It
should be noted that, although not mentioned by the State of Minnesota in its complaint,
Wagernet specifically contains the following warning: "Please consult your local, county, and
state authorities regarding restrictions on off-shore sports betting via telephone before registering with wagernet[.]" See Wagernet's home page, <http:l/wwv.vegas.comlvagernet/
waghome.html>.
217. It would seem the Attorney General believes even such a roundabout fashion will
establish the legality of the underlying conduct. However, if knowledge on the part of the
operator is required, in line with United States v. Thomas, the Attorney General may have, in
the absence of the operator's knowledge of his clientele's location, encountered an unexpected hurdle. Because Wagernet is not yet accepting bets and has therefore probably not
provided passwords, the operator might have had a defense had he been able to prove he
lacked knowledge of who is betting. Without knowledge, jurisdiction may be improper. The
Minnesota courts, however, did not have to decide this issue, because a Minnesota Attorney
General consumer inspector identified himself as a resident of Minnesota, and was provided
information on how to gamble on Wagernet in the future. See Granite Gate Resorts, Inc., No.
C6-95-7227, 1996 WL 767431 (Minn. Dist. Ct. 2d Jud. Dist. Dec. 10, 1996).
218. This subdivision allows the attorney general, to seek civil penalties and injunctive
relief, even where injunctive relief is not provided by law. Minn. Stat. § 8.31(3) (1994); see
Complaint 6, Granite Gate Resorts, Inc., <http:llwww.state.mn.us/ebranch/aglggcom.txt>.
219. Infra note 225; Complaint 6, Granite Gate Resorts, Inc., <http://vvww.state.mn.us/
ebranch/agggcom.txt>.
220. This section provides for injunctive relief by the attorney general, and allows process
to be served, inter alia, by personal service outside the state, within the confines of due pro-
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cording to Minnesota Statutes § 542.09 (1994), on the basis that the
221
causes of action arose partly in Minnesota.

The State of Minnesota alleges the services to be offered violate 18
U.S.C. § 1084. 22 2 It is on the basis of this illegality that the other claims

are founded.
The first count is for engaging in deceptive trade practices, in violation of Minnesota Statutes § 325D.44.2" According to the complaint, defendants misrepresented the legality of their services, constituting
multiple, separate violations of Minnesota Statutes § 325D.44(1), pts.
(2), (5), and (13).224 Count two alleges false advertising, in violation of
Minnesota Statutes § 325F.67. 22 Again, the complaint alleges defendcess of law. Minn. Stat. § 325F.70 (1994); see Complaint T 6, Granite Gate Resorts, Inc., <http:#
www.state.mn.us/ebranch/ag/ggcom.txt>.
221. Complaint
7, Granite Gate Resorts, Inc., <http:llwww.state.mn.us/ebranch/ag/
ggcom.txt>. This statute allows actions to "be tried in a county in which one or more of the
defendants reside when the action is begun or in which the cause of action or some part thereof
arose." MinN. STAT. § 542.09 (1994) (emphasis added).
222. Complaint 9120, Granite Gate Resorts, Inc., <http:lwww.state.mn.us/ebranchlagl
ggcom.txt>.
223. Minnesota Statutes § 325D.44(1) (1994) provides, in pertinent part:
A person engages in a deceptive trade practice when, in the course of business, vocation or occupation, the person:
(2) causes likelihood of confusion or of misunderstanding as to the source, sponsorship,
approval, or certification of goods or services;
(5) represents that goods or services have sponsorship, approval, characteristics, ingredients, uses, benefits or quantities that they do not have;
(13) engages in any other conduct which similarly creates a likelihood of confusion or
of misunderstanding.
See Complaint
23, Granite Gate Resorts, Inc., <http:Ilwww.state.mn.us/ebranchlagl
ggcom.txt>.
224. Complaint 24, Granite Gate Resorts, Inc., <http://www.state.mn.us/ebranchlagl
ggcom.txt>. It should be noted that the Minnesota Attorney General is prosecuting the same
conduct as more than one offense, and, as Texas Attorney General Dan Morales noted in his
opinion, this may raise questions of double jeopardy. See discussion supra note 167.
225. Minnesota Statutes § 325F.67 (1994) provides, in pertinent part,
Any person, firm, corporation or association who, with intent to sell... merchandise...
service, or anything offered by such person... directly or indirectly, to the public, for
sale or distribution... makes, publishes, disseminates, circulates, or places before the
public, or causes, directly or indirectly to be made, published, disseminated, circulated,
or placed before the public, in this state, in a newspaper or other publication,.. . or in
any other way, an advertisement of any sort regarding merchandise... service, or anything so offered to the public.., which advertisement contains any material assertion,
representation, or statement of fact which is untrue, deceptive, or misleading, shall,
whether or not pecuniary or other specific damage to any person occurs as a direct
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ants misrepresented the legality of their services, constituting multiple,
separate violations of Minnesota Statutes § 325F.67. 6 Finally, count
three claims defendants' conduct in misrepresenting the legality of their

operations constitutes multiple, separate violations of Minnesota Statutes § 325F.69(1). 2

7

Upon receipt of the complaint, defendants moved to dismiss for lack
of personal jurisdiction.2 8
As with the Minnesota Attorney General's memorandum, this case
seems to stretch existing law in an attempt to prosecute on-line gambling. Furthermore, assuming Wagemet has not required applications indicating the users' location in order to participate in their service, it may
not be possible for the State to demonstate that the operator had knowingly transmitted gambling information into the Minnesota forum. Without the knowledge requirement, the action would not violate 18 U.S.C.
§ 1084, and the advertising would therefore not be false.22 9
result thereof, be guilty of a misdemeanor, and any such act is declared to be a public
nuisance and may be enjoined as such.
See Complaint
26, Granite Gate Resorts, Inc., <http://vww.state.mn.us/ebranchlagl
ggcom.txt>.
226. Complaint
27, Granite Gate Resorts, Inc., <http:/hvww.state.mn.uslebranchlagl
ggcom.txt>.
227. Complaint
30, Granite Gate Resorts, Inc., <http://www.state.mn.us/ebranch/ag/
ggcom.txt>. Minnesota Statutes § 325F.69(1) (1994) provides:
The act, use, or employment by any person of any fraud, false promise, misrepresentation, misleading statement or deceptive practice, with the intent that others rely
thereon in connection with the sale of any merchandise, whether or not any person has
in fact been misled, deceived, or damaged thereby, is enjoinable as provided herein.
See Complaint
29, Granite Gate Resorts, Inc., <http://www.state.mn.uslebranch/ag/
ggcom.txt>.
228. Defendants so moved pursuant to Rule 12 of Minnesota's Rules of Civil Procedure.
Motion to Dismiss for Lack of Personal Jurisdiction at 1, Granite Gate Resorts, Inc. (No. C695-7227).
Since this Article was authored, the trial court has denied defendants' motion to dismiss
for lack of personal jurisdiction, see Granite Gate Resorts, Inc., No. C6-95-7227, 1996 WL
767431 (Minn. Dist. Ct. 2d Jud. Dist. Dec. 10, 1996), and the intermediate appellate court has
affirmed. See Granite Gate Resorts, Inc., 568 N.W.2d 715 (Minn. Ct. App. 1997). Based on the
worldwide availability of defendants' Internet advertisements and the site's accessibility from
Minnesota, as well as the fact that defendants reserved their right to sue, at their option, in
gamblers' home forums or in Belize, the courts found that defendants had purposefully
availed themselves of the Minnesota market. Perhaps more importantly, a Minnesota Attorney General consumer inspector identified himself as a resident of Minnesota, and was provided information on how to gamble on Wagernet in the future. See Granite Gate Resorts, Inc.,
No. C6-95-7227, 1996 WL 767431 (Minn. Dist. Ct. 2d Jud. Dist. Dec. 10, 1996).
229. It appears, however, that Granite Gate Resorts, Inc. may have committed a fatal
error by knowingly providing a Minnesota consumer inspector with gambling information. See
supra note 228.
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The burden on cyberspacial activity would be far too great if Internet
site operators were controlled by individual states', such as Minnesota's,
law. As Florida Attorney General Bob Butterworth rightly concluded,
Internet activities must be thoroughly examined, preferably on an international level. Prosecutorial attempts are an alarming trend, especially
under existing federal and state laws." 0 A better-reasoned approach is
not the Minnesota Attorney General's method of "throwing the law
book" at Internet operators to see if the traditional laws "sink or swim,"
but to examine every step along the prosecutorial path.
V.

CONCLUSION

This Article has set out not only to outline proposals for regulation of
on-line gambling under existing laws, but also to recommend whether
this manner is a sufficient, or even proper, form of regulation.
Part II of this Article examined Cyberspace as a legal realm. Presently, lawmakers aim to regulate network activity as if Cyberspace did
not exist, such as under the framework of wire transmission laws. However, this approach is wholly inadequate."' A better approach would
230. Since this Article was authored, other Attorney Generals have followed Humphrey's
lead. Missouri Attorney General Jeremiah W. "Jay" Nixon obtained, upon Defendant's default, an Order granting a permanent injunction requiring Defendant to cease marketing for
and offering gambling on its "gamblenet" cite to Missourians, as well as a final judgment for
$66,050 in costs and penalties. See State v. Interactive Gaming & Communications Corp., No.
CV97-7808 (Cir. Ct. Jackson County, Mo. May 23, 1997) (Order Granting Permanent Injunction and Final Judgment). Upon Defendant's alleged non-compliance with the injunction, the
State obtained an indictment. See State v. Interactive Gaming & Communications Corp., No.
197CF0014(1) (Cir. Ct. Greene County, Mo. June 26, 1997). Defendant was then arrested on
warrant, and filed, in a Pennsylvania state court, a Habeas Corpus petition to avoid extradition to Missouri. The petition was not granted, see Commonwealth of Pennsylvania v. Simone,
No. 4237-97 (Ct. of C.P. Montgomery County Oct. 16, 1997) (Memorandum Opinion and
Order), and its denial is presently being appealed.
Wisconsin Attorney General James E. Doyle filed three lawsuits on September 15, 1997,
against Internet gambling operators, see Attorneys GeneralFightInternet Gambling,1997-SEP
NAAG AG Bull. 1 (Sept. 1997), and was sued on May 6, 1997 for declaratory and injunctive
relief by the operators of one Internet casino. See General Doyle Sues Over Illegal Sale of
Video Gaming Devices; Internet Gaming Company Sues Wisconsin, 1997-JUN NAAGGDB 3
(May/June 1997).
Finally, Illinois Attorney General Jim Ryan is deciding whether to prosecute Internet
Gambling. See Illinois - Randy M. Ladue; Williams Doran and Robert Anderson; Viva
America Marketing, Inc.; Bernard Fergeson; George Anthony Hill; Brian H. Coryat; Eric C.
Weber; J.R. Jackson; Chris Duliga, 1997-FEB NAAG Consumer Protection Rep. 11 (Feb.
1997).
231. It is important to note that cyberspace is not comprised entirely of phone lines, but
also is built upon wireless transmission methods, such as microwave and satellite transmitters.
See supra notes 25-28 and accompanying text. It seems foreseeable that as wireless technology
is developed and refined, operators will have the ability to choose whether to link their servers
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seem to be to treat Cyberspace as its own legal regime. In order to regulate Cyberspace, and prevent an international conflict of laws, a regulatory framework must be formed on the international level.3
Additionally, prosecution of those involved would prove difficult
under current laws. There are three groups which may possibly be prosecuted: on-line casino operators, gambling end-users, and providers of
support services. 33 For each of these groups, problems with prosecution
exist: the laws don't fit perfectly, or the individuals are not susceptible to
prosecution. z 3
Existing attempts at classifying on-line gambling within the purview
of current laws prove misguided. Yesterday's laws just don't fit tomorrow's legal issues. As Florida Attorney General Bob Butterworth
correctly concludes, the time is not ripe for cyberspacial regulation.
Technology is consistently evolving - it is unlikely the status quo will remain long enough to pass laws suiting it. The lack of prosecutorial resources will grant society time to decide how to regulate these novel
issues. We should neither rush into new lawmaking, nor try to pour "new
wine.., into an old bottle.""235 It is important that we proceed slowly and
thoroughly examine this novel medium, Cyberspace, and the conduct
taking place within it. What is important, in fact necessary, is an international evaluation of the issues, methods, and goals of regulating this new
regime and the activity it houses. If regulation is deemed beneficial, an
approach must be reached by international resolution. Before proceeding with Internet regulation, our legislature, faced with the proverbial
railroad crossing, must "stop, look, and listen," or as one court put it,
"stop, think, investigate, and research." 6 Our future depends on it.

to the Internet through wired, or wireless, connections. As cellular technology differs from
conventional telecommunication technology, wireless networks may moot application of wire
based transmission laws.
232. Although Cyberspace seems unique as an entity which transcends national borders,
it might prove useful to consider it as its own entity, belonging to no single country, in a
capacity similar to an ocean or distant planet.
233. Providers of support services include telephone companies, service providers, banks,
credit card companies, and others.
234. In addition to Butterworth's concerns, end-users are difficult to prosecute because
even with the assistance of an electronic wire tap, it is hard to tell real money from play
money. Casino operators pose prosecution problems because of difficulties in subjecting them
to a court's personal jurisdiction. Service providers and phone companies are problematic
because knowledge of such criminal activity is required in order to prosecute.
235. United States v. LaMacchia, 871 F. Supp. 535, 536 (D. Mass. 1994).
236. Orloff v. Axelrod, Civ. No. 92-3074, 1993 WL 21079, at *2 (D.N.J. Jan. 19, 1993). This
reference was actually made in regard to counsel's obligation not to file frivolous papers with
a court in litigation.

